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1 Introduction

1.1 Memory Reliability

Eroperly functonini memory is critcal for reliable operaton of a EC or laptop. Few computer users fully 

understand the risks associated with memory errors. Because ECs typically do not have any mechanisms for 

detectni memory errorso confusini and potentally disastrous consequences can result from these undetected 

memory problems. Memory errors will ofen cause erratc behavior with sofware applicatons that can 

mysteriously fail. The most serious risk from memory errorso howevero is corrupton of data that manaies how 

informaton is stored on disk. In most caseso this type of corrupton will cause one or more fles to be lost. There 

are cases where a memory error can cause the loss of the entre contents of your hard disk. Eeriodic testni of 

memory with a riiorous and thorouih memory test will ireatly reduce the risk of problems and data loss due to 

memory errors.

1.2 MemTest86 Overview
Memory errors are ofen patern sensitve and may be very intermitent. Detectni these  errors is technically 

challeniini and is an imperfect science. MemTest86 uses advanced aliorithms that have been refned for more 

than 20 years. These testni techniques are hiihly efectve at detectni diicult to fnd memory errors. In 

additono MemTest86 has the capability to test all available memory. 

Memory testni proirams euecute from memory and therefore are not able to test the memory that is 

occupied by the test proiram itself. MemTest86o due to U FI platorm limitatonso is unable to remap itself to 

diferent portons of memory in order to run tests in the secton of memory it was occupyini. The U FI 

frmware itself also takes up some space compared to a traditonal BIOS.

1.3 Compatibility

MemTest86 is desiined to work with all processors usini the Intel/AMD u86 and )86_64 architectureo runnini 

on U FI systems. Most newer systems are able to run the U FI version of MemTest86.

MemTest86 is able to test all types of memory. There is no need for MemTest86 to know what type of memory 

it is testni. MemTest86 atempts to detect and display informaton about the hardware it is testni but this 

informaton is not used durini testni.

Since MemTest86 is a standalone proiram it does not require any operatni system support for euecuton. It 

can be used with any EC reiardless of what operatni systemo if anyo is installed.

MemTest86 is mult-threaded and is able to concurrently use multple CEUs to test memory. It mayo howevero be 

limited by the implementaton in the underlyini frmware.

1.3.1 UEFI

For U FI systemso multprocessor support is dependent on the implementaton of the multprocessor services 
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provided by the U FI frmware. On older U FI systemso the multprocessor support can be fairly limitedo causini 

issues such as a reduced number of CEUs available for testni or even proiram freeze when atemptni to run 

on any CEU other than the frst. It is recommended that MemTest86 is run on only one CEU frst before 

atemptni to run on multple CEUs. 
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2 Setup and Use
MemTest86 supports bootni from the U FI platorm.  hen bootni from U FIo MemTest86 has access to 

additonal services not available in BIOS includini:l

• Natve 64-bit support

• No lonier requires the use of the EA  workaround to access more than 4GB of memory. XEA  = Ehysical 

Address  utensionB

• Mouse supporto where supported by the underlyini U FI system. On older systems a keyboard is stll 

required.

• Improved USB keyboard support. The keyboard now works on systems that fail to emulate IO Eort 

64/60 correctly. So Mac USB keyboards are now supported.

• Improved mult-threadini supporto where supported by the underlyini U FI system.

• Reportni of detailed RAM SED informaton. Timiniso clock speedso vendor names and much more.

• Support for loiiini and report ieneraton. In all prior MemTest86 releaseso there was no disk or 

network support.

• Support for network E)  boot for scalableo diskless deployment to multple tariets

• Use of GET. XGUID Eartton TableB

MemTest86 can boot from USB fash drive oro with  inuu systemso by the boot loader Xfor euampleo  I O or 

GrubB. Any  indowso  inuu or Mac system may be used to create the USB fash drive. Once a MemTest86 boot 

disk has been createdo it may be used on any u86 XECB computer with a USB fash drive.

MemTest86 XSite  diton onlyB also supports bootni without a boot disk via E)  network boot. A DHCE/E)  

server must be present on the network in order for E)  boot-enabled client machines to obtain the MemTest86 

imaie via the network.

2.1 Boot-disk Creation in Windows

1. Download the MemTest86 USB imaie zip fle.

2.  utract the contents of the zip fle to a directory

3. Elui in the USB drive

4.  aunch the ImaieUSB applicaton that was included in the zip fle

5. Select your USB drive from the list XStep 1B.

6. Select ' rite imaie to USB drive' XStep 2B
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7. If it is not already selectedo select the included imaie fle XStep 3B.

8. Click ' rite' XStep 4B.

9. Afer acceptni a few more prompts this should iive you a workini bootable USB drive

2.2 Boot-disk Creation in Linux

1. Download the MemTest86 USB imaie.

2. Unzip the packaie Xunzip memtest86-usb.zipB. An imaie fle and a readme.tut fle will be created in the 

current directory.

3. Elui in the USB drive

4. Determine which device the USB drive is assiined as Xei. /dev/sdcB

5. As rooto use the 'dd' command to write the imaie to the USB drive. For euampleo

sudo dd if=memtest86-usb.img of=<dev>

where <dev> is the device the USB key is assiined to. Use the base device Xie. /dev/sdcB not a partton 

desiinaton Xie. /dev/sdc1B.

2.3 Boot-disk Creation in Mac

1. Download the MemTest86 USB imaie.

2. Unzip the packaie Xunzip memtest86-usb.zipB. An imaie fle and a readme.tut fle will be created in the 

current directory.

3. Elui in the USB drive

4. Determine which device the USB drive is assiined as by openini the Terminal and typini the followini 

command:l

diskutil list

5. Unmount all volumes on the USB drive by typini the followini command:l 

diskutil unmountDisk [device name]

6. As rooto use the 'dd' command to write the imaie to the USB drive. For euampleo

sudo dd if=memtest86-usb.img of=<dev>

where <dev> is the device the USB key is assiined to. Use the base device Xie. /dev/disk1B not a 

partton desiinaton Xie. /dev/disk1s1B.
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2.4 Setting up Network (PXErE) Boot 

MemTest86 XSite  diton onlyB supports network bootni via E) . In order to confiure E)  bootni of 

MemTest86o a DHCE/E)  server must be present on the network which distributes the MemTest86 boot imaie 

to E)  boot-enabled client machines. Network bootni of MemTest86 has been tested successfully with the 

 inuu-based CentOS XDHCE + TFTE serverB and  indows-based Serva E)  Server but other E)  servers should 

work as well. For step-by-step instructonso see Confiurini a E)  Server on CentOS 7 or Confiurini Serva for 

MemTest86 E)  Boot. For otherso see the manual for your DHCE/E)  server for confiuraton instructons.

Once the E)  server is confiuredo eutract the fles from the MemTest86 Site  diton packaie to the appropriate 

directory for your E)  server confiuraton. In the E)  server setniso specify the boot imaie fle to 

“BOOT)64.efi for u86-64 client machines and “BOOTIA32.efi for u86 client machines.

The confiuraton fle Xmt86.cfiB is supported in E)  boot and can be used to confiure and customize 

MemTest86.  ikewiseo report fles are supported and can be uploaded to the E) /TFTE server. Currentlyo loiiini 

is not supported when bootni via network.

2.4.1 Configuring a PXErE Server on CentOS 7

Any  inuu distributon that includes TFTE and DHCE server sofware packaies can be confiured as a E)  server. 

This has been tested successfully on CentOS 7 but other mainstream  inuu distributons can be confiured as 

E)  servers as well. Elease consult the documentaton for those distributons for setup instructons.

1. Open a terminal session

2. Install the TFTE server by enterini the followini:l

yum install tftp-server xinetd

3. Confiure TFTE server by editni /etc/uinetd.d/ttp. In partcularo ensure ‘disable/ is set to ‘no/ and 

server_aris is set appropriately Xie. includes a path to your TFTE server root directory and specifes a 

remap fle for fuini paths with backslashesB.

service tftp
{
  socket_type = dgram
  protocol = udp
  wait = yes
  user = root
  server = /usr/sbin/in.tftpd
  server_args = -c -s -m /var/lib/tftpboot/tftp.remap /var/lib/tftpboot
  disable = no
  per_source = 11
  cps = 100 2
  flags = IPv4
}

4. Create the TFTE server root directory. In the followini euampleo the TFTE root directory is 

/var/lib/ttpboot
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mkdir -p /var/lib/tftpboot

5.  utract MemTest86 Site  diton fles to the TFTE server root directory.  nsure read/write permissions 

are properly set.

unzip memtest86-site.tar.gz -d /var/lib/tftpboot
chmod -R 777 /var/lib/tftpboot

6. Install DHCE server by enterini the followini:l

yum install dhcp

7. Confiure the DHCE server by editni /etc/dhcpd.conf. In the followini euampleo the the DHCE server 

shall provision IE addresses to a local network with subnet 192.168.100.0/24. The DHCE server is 

connected to this network via interface eth0 which is assiined a statc IE address of 192.168.100.1

option arch code 93 = unsigned integer 16; # RFC4578
allow booting;
allow bootp;

subnet 192.168.100.0 netmask 255.255.255.0 {
   interface eth0;
   range dynamic-bootp 192.168.100.100 192.168.100.254;
   option broadcast-address 192.168.100.255;
   option routers 192.168.100.1;

   class "pxeclients" {
      match if substring (option vendor-class-identifier,0,9) = "PXEClient";
      next-server 192.168.100.1;

      if option arch = 00:09 { # x86-64 EFI BOOT
         filename "BOOTX64.efi";
      }
      else if option arch = 00:07 { # x86-64 EFI BOOT
         filename "BOOTX64.efi";
      }

else if option arch = 00:06 { # x86 EFI BOOT
         filename "BOOTX32.efi";
      }
      else { # legacy BIOS boot
         filename "pxelinux.0";
      }
   }
}

8. Start the TFTE and DHCE servers

service xinetd start

service tftp start

service dhcpd start

2.4.2 Configuring Serva for MemTest86 PXErE Boot

Serva is a liiht-weiiht but powerful  indows E)  server that bundles all required services Xei. DHCEo TFTEB in 
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order to support U FI-based bootni. Serva does not require an installaton and can be setup in minutes.

To enable E)  bootni of MemTest86o Serva can be confiured in one of two ways:l Single-Image Boot Xfor 

bootni MemTest86 onlyB or Automated Mult-Image Boot Xfor confiurini multple boot tarietsB.

2.4.2.1 Single-Image Boot
Confiurini Serva for Sinile-Imaie Boot is ideal for servers that require only a simple setup and do not need to 

distribute sofware imaies other than MemTest86. All necessary setnis are confiured within the Serva 

applicaton and do not require any additonal confiuraton fles. 

1. Open Serva and select 'Setnis'

2. Click on the TFTE tab to setup the TFTE server

aB  nsure that 'TFTE Server' is checked

bB Specify the TFTE root directory. This should be the locaton where the fles in the MemTest86 are to 

be eutracted.

cB Set the TFTE Security to 'Standard' to allow MemTes86 report fles to be uploaded to the server

3. Click on the DHCE tab to setup the DHCE server

aB If your network already has a DHCE servero check 'prouyDHCE'. Otherwiseo check 'DHCE Server'.
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bB If 'DHCE Server' is selectedo specify the 'IE Eool 1st Addr'o 'Eool size' and 'Subnet Mask' for the DHCE 

server.

cB Specify the 'Boot File' to be retrieved by the client. For 64-bit clients Xmost systemsBo enter 

'BOOT)64.ef' as the boot fle. For 32-bit clientso enter 'BOOTIA32.ef'

4. Eress OK to save the setnis. 

5.  utract all fles in the MemTest86 packaie in the folder specifed in Step 2b.

6. Close and restart Serva to apply the setnis.

2.4.2.2 Automated Mult-Image Boot
Confiurini Serva for Automated Mult-Imaie Boot is ideal for servers that distribute more than one boot 

imaie to E)  clients. Instead of bootni the MemTest86 imaie directlyo the client machine is iiven a menu of 

boot imaies to choose from. This confiuraton ofers the convenience and feuibility of manaiini multple boot 

imaies with minimal overhead.

1. Open Serva and select 'Setnis'

2. Click on the TFTE tab to setup the TFTE server
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aB  nsure that 'TFTE Server' is checked

bB Specify the TFTE root directory. This should be the root directory of where all boot imaies are 

stored.

cB Set the TFTE Security to 'Standard' to allow MemTes86 report fles to be uploaded to the server

3. Click on the DHCE tab to setup the DHCE server

aB If your network already has a DHCE servero check 'prouyDHCE'. Otherwiseo check 'DHCE Server'.

bB If 'DHCE Server' is checkedo specify the 'IE Eool 1st Addr'o 'Eool size' and 'Subnet Mask' for the DHCE 

server.

cB Check 'BIN ' to enable automated manaiement of boot imaies
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4. Eress OK to save the setnis. Close and restart Serva to apply the setnis.

5. Afer restartni Servao a directory structure of several folders should have been created in the TFTE root 

directory specifed in Step 2b. Open the 'N A_E) ' folder and create a new directory to hold the 

MemTest86 fles Xei. 'M MT ST86'B.

6.  utract all fles in the MemTest86 packaie to the directory created in Step 5.

7. Create a fle 'ServaAsset.inf' in this directory. Easte the followini confiuraton teut in the fle. For more 

details on the confiuraton parameterso consult the Serva manual.

[PXESERVA_MENU_ENTRY]

asset    = MemTest86
platform = x86

kernel_efi64   = \NWA_PXE\$HEAD_DIR$\BOOTX64.EFI
append_efi64   = TFTPROOT=\NWA_PXE\$HEAD_DIR$

kernel_efi32   = \NWA_PXE\$HEAD_DIR$\BOOTIA32.EFI
append_efi32   = TFTPROOT=\NWA_PXE\$HEAD_DIR$

8. Close and restart Serva to apply the setnis.
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2.5 Using MemTest86

2.5.1 Booting MemTest86 via USB

To start MemTest86 insert the USB fash drive into the appropriate slot and restart your computer.

Note:  The U FI BIOS must be confiured to boot from the device that MemTest86 is installed 

on. Most systems have an optonal boot menu that is enabled by pressini a key at startup 

Xofen  SCo F9o F11 or F12B. If availableo use the boot menu to select the correct drive. Elease 

consult your motherboard documentaton for details.

On a Maco to boot from USBo you need to hold down the A T / Opton key on the Mac keyboard 

while powerini on the machine.

On neter Macs (from 2018) tith the Apple T2 Security Chip, you may need to change the 

SecureBoot setngs for MemTest86 to boot. Please see the folloting page for instructonss

httpss//support.apple.com/en-us/HuT208330

All MemTest86 imaies support bootni only in U FI mode. If your system is unable to boot MemTest86o it is 

most likely that either:l

1. You have an older system that does not support U FI

2. Your system supports U FI but is confiured in leiacy mode Xie. BIOSB

If X1B is trueo you system will not be able to boot MemTest86. You will need to upirade to a new system that 

supports U FI in order to run MemTest86.

If X2B is trueo you will need to io to the BIOS setup and chanie the necessary setnis in order to boot from 

U FI. The actual BIOS setni varies dependini on the vendor but it is typically " eiacy Boot"o "CSM" or 

"Compatbility Support Module".

2.5.2 Booting MemTest86 via Network (PXErE)

Afer confiurini the E)  Server for MemTest86 deploymento the client machine must also be confiured to 

boot from network XE) B. In the BIOS setupo ensure that the “U FI Network Stacki and “IEv4 E)  Support' 

features are enabledo similar to the screenshot below.
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Once E)  support is enabledo ensure that the network E)  boot opton is in the appropriate boot order.

Most systems also have an optonal boot menu that is enabled by pressini a key at startup Xofen  SCo F9o F11 

or F12B. If availableo use the boot menu to select the network E)  boot opton. Elease consult your 

motherboard documentaton for details.
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2.5.3 MemTest86 Splash Screen

 hen MemTest86 bootso a splashscreen is displayed with a 10 second countdown tmer which when eupireso 

automatcally starts the memory tests with default setnis. Eressini a key or movini the mouse shall stop the 

tmer. 

Selectni ' uit' shall reboot your system. To confiure the memory testso select 'Confi' and the main menu is 

displayed. The main menu allows the user to customize the memory test setnis such as the specifc tests to 

euecuteo address ranie to test and which CEUXsB are used in testni.
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2.5.4 Test Configuration

2.5.4.1 System Info
The System Info screen displays the hardware informaton of the system it is runnini ono includini whether  CC 

detecton is enabled.

View detailed RAM (SPD) info - displays the SED informaton stored in the individual RAM modules. The RAM 

SED informaton can be saved to a fle on disk (Pro version only)

Notes Retrieving RAM SPD informaton is highly dependent on the system's motherboard/CPU chipset. Most 

common hardtare should be supported but for some systems, accessing the SPD modules using the mechanism  

required by the chipset may not be supported. If this is the case, please send the MemTest86.log fle to 

help@passmark.com, along tith details of your system. The log fle till be analyzed to determine thether or 

not the chipset can be supported in future versions.

View memory usage - displays how the system memory address map is allocated amonist the subsystems.

Memory caching: Enabled/Disabled (Pro version only)– disable/enable memory cachini when the tests are 

runnini. Warning - disabling memory caching greatly reduces the performance of the entre system, including 

screen updates.
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ECC polling : Enabled/Disabled – if  CC detecton/correcton is supported and enabledo this opton 

disables/enables periodic checkini of any  CC errors that have been detected by the system while the memory 

tests are runnini.

ECC injection: Enabled/Disabled (Pro version only) - if  CC detecton/correcton is supported/enabled and  CC 

injecton is supported by the systemo this opton enables/disables injecton of  CC errors to simulate how the 

system responds to real  CC errors.  CC errors are injected at the start of each individual test. If  CC injecton is 

successfulo the details of the  CC error shall be reported and displayed on screen as if an actual  CC error was 

detected. 

Notes Although ECC injecton may be supported by your hardtare, it may be locked by the BIOS. Some BIOS may  

allot you to unlock the ECC injecton feature in the BIOS setup. In some cases, hotever, you may need a 

modifed BIOS thich does not lock the ECC injecton feature.

Save system information summary to file (Pro version only)- Save the system informaton to a fle on disk
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2.5.4.2 Test Selecton
The Test Selecton screen allows the user to select the test sequence to runo and the number of passes to run 

each sequence. See Individual Test Descriptons for a detailed descripton of each test.

To enable/disable a testo use the up / down arrow keys or mouse to hiihliiht a testo then press enter or click. 

Test 11 and 12 are available only in the Ero version.

To chanie the number of passeso select 'Number of passes' and enter the desired number of passes.
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2.5.4.3 Address Range
The Address Ranie screen allows the user to specify a subset of the total system address map to test.

To chanie the lower or upper limit of the address ranie to testo select the appropriate setni and enter a new 

value.

To enter a decimal addresso enter the address as is.

To enter a heuadecimal addresso enter '0u' followed by the heu address.

You may also use the suiues 'k'o 'm'o 'i' to specify kilobyteo meiabytes and iiiabytes respectvely.

Selectni 'Reset  imits to default' will reset the limits to its mauimum values.
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2.5.4.4 CPU Selecton
The CEU Selecton screen allows the user to specify a sinile CEU to testo or cycle throuih all CEUs usini a 

selecton method.

Single - specifes a sinile CEU to testo and prompts the user to enter a valid CEU number 

Parallel - euecutes the memory tests on all CEUs concurrentlyo on a set of non-overlappini memory seiments

Round Robin - only one CEU is runnini a test at any iiven tme but cycles to the neut CEU in a round robin 

fashion afer every test

Sequential - only one CEU is runnini a test at any iiven tme but cycles to the neut CEU afer a certain memory 

size has been tested by the CEU.
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2.5.4.5 RAM Benchmark
The RAM Benchmark screen allows the user to benchmark their RAM moduleso and save the results to disk. The 

benchmark results can then be ploted onto a iraph for comparison.

Block Read/Write - specifes whether memory read or trite performance should be benchmarked

Test Mode - specifes which of the followini tests to perform:l

Memory Speed Per Access Step Size

This test measures the memory speed with respect to memory accesses of varyini distances. This test 

runs throuih a block of memory sequentallyo accessini every address. Neuto it runs throuih the same 

block aiaino eucept this tme it accesses every second address Xstep size 2B. Then every fourth address 

Xstep size 4B is accessed and so ono untl a certain mauimum step size is reached.  e should eupect to see 

a decline in memory speed as the distance between memory accesses increase.

Memory Speed Per Block Size

This test measures the memory speed with respect to varyini memory block sizes. On each subsequent 

iteratono the block size is increased untl a certain mauimum block size is reached. Typicallyo a drop in 
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speed shall be observed when the block no lonier fts in the respectve cache levelso resultni in the 

much slower access to main memory. 

Access Data Width – (Memory Speed Per Block Size only) The size of data in bits X8o 16o 32o or 64 bitsB to access 

at one tme.  The best results will usually be obtained when selectni an access size that matches the system's 

natve mode.

Start – performs the benchmark and saves the result to disk under Benchmark\. Eressini ' sc' will cancel the 

test in the middle of testni.

View Prev. Results – allows the user to select from a list of benchmark results saved under Benchmark\ to plot 

on a iraph

Use the up / down arrow keys or mouse to hiihliiht a result to irapho then press enter or click. A mauimum of 8 

results can be ploted onto a sinile iraph. Once all desired results are selectedo selectni 'Graph selected 

resultXsB' shall plot the selected resultXsB to a iraph.

The iraph can be saved to a bitmap fle or euported into an HTM  fle as a report (Pro version only). The report 

contains the system informatono the iraph itselfo and the correspondini raw data.
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2.5.4.6 Settings
The Setnis screen allows the user to set all other ieneral confiuraton optons pertainini to  the MemTest86 

tool.

Language - sets the laniuaie used in the proiram

Save current configuration to file - overwrites the mt86.cfg confiuraton fle with the current setnis

Copyright 2020 Passmark® Softare Page 24



2.5.5 Configuration File (Pro version only)

Memory test parameters can also be set via a confiuraton fle Xmt86.cfiB that is loaded on startupo without the 

need to manually confiure the memory tests every tme MemTest86 is run. This is useful especially in testni 

environments where memory tests need to be euecuted in an automated fashion without user interventon. A 

sample confiuraton fle is as follows:l

#
# MemTest86 configuration file
#

TSTLIST=0,1,3,5,8
NUMPASS=3
ADDRLIMLO=0x10000000
ADDRLIMHI=0x20000000
CPUSEL=PARALLEL
CPUNUM=1
CPULIST=2,3
DISABLEMP=1
ENABLEHT=1
ECCPOLL=0
ECCINJECT=0
MEMCACHE=0
PASS1FULL=0
ADDR2CHBITS=12,9,7
ADDR2SLBITS=3,4
ADDR2CSBITS=8
LANG=ja-JP
REPORTNUMERRS=10
REPORTNUMWARN=0
REPORTPREFIX=BASEBOARDSN
AUTOMODE=1
AUTOREPORT=0
SKIPSPLASH=1
EXITMODE=1
MINSPDS=0
EXACTSPDS=0
CHECKMEMSPDSIZE=1
SPDMANUF=Kingston
SPDPARTNO=9905402
SPDMATCH=1
SAMESPDPARTNO=1
BGCOLOR=BLUE
HAMMERPAT=0x10101010
HAMMERMODE=SINGLE
HAMMERSTEP=0x10000
CONSOLEMODE=1
CONSOLEONLY=0
BITFADESECS=300
MAXERRCOUNT=10000
TFTPSERVERIP=192.168.1.1
TFTPSTATUSSECS=60
TRIGGERONERR=1

 ines that start with '#' indicate a comment line. All parameters are specifed as follows:l

[Parameter_name]=[Parameter_value]
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The followini table summarizes the list of supported parameters:l

Parameter Description

TST IST  ist of tests to euecute in the test sequence.  ach test is specifed by a test numbero 
separated by a comma.

NUMEASS Number of iteratons of the test sequence to euecute. This must be a number ireater 
than 0.

ADDR IM O The lower limit of the address ranie to test. To specify a heu addresso the address 
must beiin with '0u'. Otherwiseo the address shall be interpreted as a decimal 
address.

ADDR IMHI The upper limit of the address ranie to test. To specify a heu addresso the address 
must beiin with '0u'. Otherwiseo the address shall be interpreted as a decimal 
address.

CEUS  One of the followini CEU selecton modes:l 
'SINGLE', 'PARALLEL', 'RROBIN', 'SEQ' 

CEUNUM The CEU # of the specifc CEU to test. This parameter only has an efect if CEUS   is 
set to 'SING  '.

CEU IST  ist of CEUs to enable for memory testni. This is useful for usini only a subset of the 
available CEUs when performini memory testni.  ach CEU is specifed by a CEU 
numbero separated by a comma.  By defaulto all available CEUs are enabled.

DISAB  ME Specifes whether to disable multprocessor support. This can be used as a 
workaround for certain U FI frmwares that have issues runnini MemTest86 in mult-
CEU modes.
0 – Do not disable multiprocessor support (default)
1 – Disable multiprocessor support

 NAB  HT Specifes whether to enable testni on hyperthreads. By defaulto memory tests are 
not run on hyperthreads.
0 – Do not enable testing on hyperthreads (default)
1 – Enable testing on hyperthreads

 CCEO  Specifes whether  CC errors shall be polled.
0 – Polling disabled
1 – Polling enabled (default)

 CCINJ CT Specifes whether  CC error injecton shall be enabled.
0 – ECC injection disabled (default)
1 – ECC injection enabled

M MCACH Specifes whether memory cachini shall be enabled/disabled durini testni.
0 – Memory caching disabled
1 – Memory caching enabled (default)

EASS1FU  Specifes whether the frst pass shall run the full or reduced test. By defaulto the frst 
pass shall run a reduced test Xie. fewer iteratonsB in order to detect the most obvious 
errors as soon as possible.
0 – Reduced test (default)
1 – Full test
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ADDR2CHBITS  ist of bit positons of a memory address to euclusive-or X)ORB to determine which 
memory channel XA or BB is used. This is useful if you know that the memory 
controller maps a partcular address to a channel usini this decodini scheme. If this 
parameter is specifed and MemTest86 detects a memory erroro the channel number 
will be calculated and displayed aloni with the faultni address.  ach bit positon 
specifed is separated by a comma. For euampleo

ADDR2CHBITS=1o8o9

will )OR bits 1o8o9 of the address to determine the channel.

ADDR2S BITS  ist of bit positons of a memory address to euclusive-or X)ORB to determine which 
slot X0 or 1B is used. This is useful if you know that the memory controller maps a 
partcular address to a slot usini this decodini scheme. If this parameter is specifed 
and MemTest86 detects a memory erroro the slot number will be calculated and 
displayed aloni with the faultni address.  ach bit positon specifed is separated by 
a comma. For euampleo

ADDR2S BITS=3o4

will )OR bits 3o4 of the address to determine the slot.

ADDR2CSBITS  ist of bit positons of a memory address to euclusive-or X)ORB to determine the chip 
select bits X0 or 1B. This is useful if you know that the memory controller maps a 
partcular address to a CS bit usini this decodini scheme. If this parameter is 
specifed and MemTest86 detects a memory erroro the CS bit will be calculated and 
displayed aloni with the faultni address.  ach bit positon specifed is separated by 
a comma. For euampleo

ADDR2CSBITS=5o11

will )OR bits 5o 11 of the address to determine the CS bit.

 ANG Specifes one of the followini laniuaies to use:l
'en-US' - English
'fr-FR' - French
'it-IT' - Italian
'es-AR' - Spanish (Latin American)
'pt-BR' - Portuguese (Brazil)
'de-DE' - German
'cs-CZ' - Czech
'pl-PL' - Polish
'ru-RU' - Russian
'ca-ES' - Catalan
'ja-JP' - Japanese
'zh-CN' - Chinese (Simplified)
'zh-HK' - Chinese (Traditional)

R EORTNUM RRS Number of the most recent errors to display in the report fle. This number must be 
no more than 5000.
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R EORTNUM ARN Number of the most recent warninis to display in the report fle. This number must 
be no more than 5000. Currentlyo this parameter is used only for the Hammer Test 
XTest 13B

R EORTER FI) Specifes whether the report flename shall be prepended with a prefu strini.
'BASEBOARDSN' - Use the SMBIOS Baseboard serial number string
'SYSINFOSN' - Use the SMBIOS System Information serial number string
'DEFAULT' - None (Pro version); SMBIOS Baseboard serial number (Site edition)

AUTOMOD Specifes the level of user interventon to use when runnini the memory tests. 
0 – Auto mode disabled (default).
Splash screen and main menu are displayed. User is prompted to save the report fle 
when the tests have completed.
1 – Auto mode enabled.
The tests are started immediatelyo skippini the splash screen and main menu. Once 
the tests have completedo the test results are automatcally saved to the report fle 
and the system is rebooted.
2 – Auto mode w/ prompts.
The tests are started immediatelyo skippini the splash screen and main menu. Once 
the tests have completedo the test results are automatcally saved to the report fle 
and waits for user input before returnini to the main menu.

AUTOR EORT If AUTOMOD  is set to 1 or 2o this parameter specifes whether to automatcally save 
test results to the report fle.
0 – Do not save test results automatically
1 – Save test results automatically (default)

SKIESE ASH Specifes whether to skip the 10 second splash screen and proceed directly to the 
main menu.
0 – Do not skip splash screen (default)
1 – Skip splash screen and proceed directly to the main menu

 )ITMOD Specifes the system behaviour when MemTest86 euits
0 – Reboot the system (default)
1 – Shutdown the system

MINSEDS Minimum number of RAM SEDs to be detected before allowini the memory tests to 
beiin.

 )ACTSEDS  uact number of RAM SEDs to be detected before allowini the memory tests to 
beiin. If this parameter is seto MINSEDS parameter is iinored.

CH CKM MSEDSIZ Specifes whether to check if the total memory capacity of all RAM SEDs detected is 
consistent with the system memory size before allowini the memory tests to beiin.
0 – Do not check for consistency (default)
1 – Check for consistency

SEDMANUF Specifes a case-sensitve substrini to match the J D C manufacturer of all detected 
RAM SEDs before allowini the memory tests to beiin.

SEDMATCH Specifes whether to perform matchini of RAM SED bytes aiainst the raw values 
stored in the SED.spd fle before the tests start and afer the tests complete. If there 
is a mismatch in valueso the tests will not start.
0 – Do not perform the SPD match check (default)
1 – Perform the SPD match check
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SEDEARTNO Specifes a case-sensitve substrini to match the part number of all detected RAM 
SEDs before allowini the memory tests to beiin.

SAM SEDEARTNO Specifes whether the RAM SED Eart Numbers must match before allowini the 
memory tests to beiin.

BGCO OR Specifes an alternatve backiround colour to use:l
'BLACK'
'BLUE'
'GREEN'
'CYAN'
'RED'
'MAGENTA'
'BROWN'
'LIGHTGRAY

HAMM REAT Specifes a 32-bit data patern to use for the row hammer test XTest 13B. If this 
parameter is not specifedo random data paterns are used.

HAMM RMOD Specifes one of the followini hammerini aliorithms to use for the row hammer test 
XTest 13B:l
'SINGLE' - single-sided hammer test
'DOUBLE' - double-sided hammer test (default)

HAMM RST E The step size in bytes to use to determine the neut row address pair to hammer. The 
size can be specifed as a decimal or heu number. To specify a heu numbero the size 
must beiin with '0u'. This value must be ireater than or equal to 64 bytes.

CONSO  MOD Specifes the console mode to use for the U FI console. The U FI frmware supports 
1 or more console modes that determines the resoluton of the console. All U FI 
frmware supported mode 0 which is the minimum supported resoluton of 80u25.

CONSO  ON Y Specifes whether to run usini the console only Xie. no iraphicsB. This allows for 
systems without iraphics support Xei. Systems with serial console onlyB
0 – Normal mode (Enable graphics support)
1 – Console only mode (Do not enable graphics support)

BITFAD S CS Specifes the sleep tme in seconds to use for the Bit Fade test XTest 10B. By defaulto 
the sleep tme is 300 seconds X5 minutesB. This value must be between 180 seconds 
X3 minutesB and 600o000 seconds X166.67 hoursB.

In ieneralo setni the sleep interval to a lonier value shall test the data retenton of 
RAM more thorouihly. To our knowledieo althouih there have been no 
comprehensive studies that determine the optmal sleep periodo setni a sleep 
interval of 5 to 10 minutes would be a iood compromise between comprehensive 
testni and reasonable testni tme.

MA) RRCOUNT Specifes the mauimum number of errors before the tests are aborted. By defaulto 
the value is 10000.

TFTES RV RIE Specifes a TFTE server IE address that is diferent from the E) /DHCE server IE for 
savini the report fles

TFTESTATUSS CS Specifes the period in seconds to report the current test status to the TFTE servero 
which is displayed in the manaiement console. By defaulto the period is 60 seconds 
X1 minuteB. This value must be between 10 seconds and 600 seconds X10 minutesB.
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TRIGG RON RR Specifes whether to enable triiierini on memory error for use with loiic analyzers. 
Before the test is startedo the memory address of the structure where errors are 
loiied is displayed on screen to allow for confiuraton of the loiic analyzer.  hen 
memory errors are detectedo the patern 0uD ADB  F and error details are writen 
to the followini structure:l

struct ERRINFO {
UINT64 Signature; // Stores 0xDEADBEEFDEADBEEF
UINT64 PhysAddr;  // Stores the address of the error
__declspec(align(16)) __m128i Expected; // Expected pattern
__declspec(align(16)) __m128i Actual;   // Actual pattern
__declspec(align(16)) __m128i ErrorBits; // Bits in error

};
0 – Do not trigger and log on memory errors (default) 
1 – Trigger and log memory errors to a specified location in memory

Some of the parameters Xsuch as NUMEASSo ADDR IM Oo ADDR IMHIB can be chanied via the main menu. 

These chanies are not automatcally updated in the confiuraton fle unless euplicitly saved by the user. This 

can be done under the ‘Setnis/ screen in the main menu.

2.5.6 Testing

Once the memory test has startedo the followini screen which shows the test status is displayed:l

MemTest86 euecutes a series of numbered test sectons to check for errors. The euecuton order for these tests 
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has been arranied so that errors will be detected as rapidly as possible.

The tme required for a complete pass of MemTest86 will vary ireatly dependini on CEU speedo memory speed 

and memory size.

If memory errors are detected they will be displayed on the lower half of the screen.

If MemTest86 runs multple passes without errors you can be certain that your memory is functonini properly. 

Other problems Xhardware or sofwareB may euist but at least you can eliminate memory as a culprit. In 

additono the CEU must work properly to run MemTest86 so successful euecuton implicitly assures that your 

CEU is also functonini properly.

MemTest86 can not diainose many types of EC failures.  For euample a faulty CEU that causes  indows to 

crash will most likely just cause MemTest86 to crash in the same way.

See Troubleshootni Memory  rrors for details on how to interpret memory errors detected by MemTest86.
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2.5.6.1 Runtme Confguraton Opttons
MemTest86 may be confiured durini operaton via runtme confiuraton commands.  Eressini the “Ci key at 

anytme will display the runtme command menu.

 hen runnini the U FI versiono the followini optons are available in the Confiuraton command menu:l

Settings:

(1) Skip Current Test

(2) End Test

(3) Go Back to Main Menu

(0) Continue

The runtme confiuraton commands allow the user to adjust the followini setnis.

X1B Skip Current Test- Aborts the current test and starts the neut test in the sequence

X2B End Test - Stops the test and displays a summary of the results

X3B Go Back to Main Menu – Stops the test and returns to the main menu

X4B Continue - Resume the test

2.5.7 Test Report (Pro version only)

At the end of the testo a summary of the test results is displayedo as well as the opton to save an HTM  test 

report to a fle. The test report is fully customizable by modifyini the followini fles:l

mt86head.htm - The HTM  code that will be used as a header to the test report. This can contain a company 

loioo contact informaton or any additonal informaton about the test environment.

mt86foot.htm – The HTM  code that will be used as a footer to the test report.  uamples of usaie include a 

siinature line to indicate the technician who performed the testo or a disclaimer about the validity of the test 

results.

report.css – The stylesheet used to specify the appearance of the report. The fle itself contains all the 

propertes that are usedo aloni with several templates that can be used to customize the report.

2.5.8 Troubleshooting MemTest86 Problems

A loi fle XMemTest86.loiB is automatcally created and updated while MemTest86 is runnini. This loi fle 

contains informaton that is helpful in diainosini possible memory failures or problems with MemTest86 itself. 

If you believe you may have encountered a bui with MemTest86o please report problems to 

help@passmark.com.
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3 Troubleshooting Memory Errors
Elease be aware that not all errors reported by MemTest86 are due to bad memory. The test implicitly tests the 

CEUo  1 and  2 caches as well as the motherboard. It is impossible for the test to determine what causes the 

failure to occur. Howevero most failures will be due to a problem with memory module.  hen it is noto the only 

opton is to replace parts untl the failure is corrected.

Sometmes memory errors show up due to component incompatbility. A memory module may work fne in one 

system and not in another. This is not uncommon and is a source of confusion. In these situatons the 

components are not necessarily bad but have mariinal conditons that when combined with other components 

will cause errors.

Ofen the memory works in a diferent system or the vendor insists that it is iood. In these cases the memory is 

not necessarily bad but is not able to operate reliably at full speed. Sometmes more conservatve memory 

tminis on the motherboard will correct these errors. In other cases the only opton is to replace the memory 

with beter qualityo hiiher speed memory. Don't buy cheap memory and eupect it to work reliably. On occasion 

"block move" test errors will occur even with name brand memory and a quality motherboard. These errors are 

leiitmate and should be corrected.

All valid memory errors should be corrected. It is possible that a partcular error will never show up in normal 

operaton. Howevero operatni with mariinal memory is risky and can result in data loss and even disk 

corrupton.  ven if there is no overt indicaton of problems you cannot assume that your system is unafected. 

Sometmes intermitent errors can cause problems that do not show up for a loni tme. You can be sure that 

Murphy will iet you if you know about a memory error and iinore it.

 e are ofen asked about the reliability of errors reported by MemTest86. In the vast majority of cases errors 

reported by the test are valid. There are some systems that cause MemTest86 to be confused about the size of 

memory and it will try to test non-euistent memory. This will cause a larie number of consecutve addresses to 

be reported as bad and ienerally there will be many bits in error. If you have a relatvely small number of failini 

addresses and only one or two bits in error you can be certain that the errors are valid. Also intermitent errors 

are without eucepton valid. Frequently memory vendors queston if MemTest86 supports their partcular 

memory type or a chipset. MemTest86 is desiined to work with all memory types and all chipsets.

MemTest86 cannot diainose many types of EC failures. For euample a faulty CEU that causes  indows to crash 

will most likely just cause MemTest86 to crash in the same way.

3.1 Hammer Test (Test 13) Errors

The Hammer Test is desiined to detect RAM modules that are susceptble to disturbance errors caused by 

charie leakaie. This phenomenon is characterized in the research paper Flipping Bits in Memory Without 

Accessing Thems An Experimental Study of DRAM Disturbance Errors by Yooniu Kim et al. Accordini to the 

researcho a siinifcant number of RAM modules manufactured 2010 or newer are afected by this defect. In 

simple termso susceptble RAM modules can be subjected to disturbance errors when repeatedly accessini 
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addresses in the same memory bank but diferent rows in a short period of tme.  rrors occur when the 

repeated access causes charie loss in a memory cello before the cell contents can be refreshed at the neut 

DRAM refresh interval.

Startni from MemTest86 v6.2o the user may see a warnini indicatni that the RAM may be vulnerable to hiih 

frequency row hammer bit fips. This warnini appears when errors are detected durini the frst pass Xmauimum 

hammer rateB but no errors are detected durini the second pass Xlower hammer rateB. See A.2 MemTest86 Test 

Aliorithms for a descripton of the two passes that are performed durini the Hammer Test XTest 13B.  hen 

performini the second passo address pairs are hammered only at the rate deemed as the mauimum allowable 

by memory vendors X200K accesses per 64msB. Once this rate is euceededo the inteirity of memory contents 

may no lonier be iuaranteed. If errors are detected in both passeso errors are reported as normal.

The errors detected durini Test 13o albeit euposed only in eutreme memory access caseso are most certainly real  

errors. Durini typical home EC usaie Xei. web browsinio word processinio etc.Bo it is less likely that the memory 

usaie patern will fall into the eutreme case that make it vulnerable to disturbance errors. It may be of ireater 

concern if you were runnini hiihly sensitve equipment such as medical equipmento aircraf control systemso or 

bank database servers. It is impossible to predict with any accuracy if these errors will occur in real life 

applicatons. One would need to do a major scientfc study of 1000 of computers and their usaie paternso 

then do a forensic analysis of each applicaton to study how it makes use of the RAM while it euecutes. To dateo 

we have only seen 1-bit errors as a result of runnini the Hammer Test.

There are several actons that can be taken when you discover that your RAM modules are vulnerable to 

disturbance errors:l

• Do nothini

• Replace the RAM modules

• Use RAM modules with error-checkini capabilites Xei.  CCB

Dependini on your willininess to live with the possibility of these errors manifestni itself as real problemso you 

may choose to do nothini and accept the risk. For home use you may be willini to live with the errors. In our 

euperienceo we have several machines that have been stable for home/oice use despite euperiencini errors in 

the Hammer Test.

You may also choose to replace the RAM with m odules that have been known to pass the Hammer Test. 

Choose RAM modules of diferent brand/model as it is likely that the RAM modules with the same model would 

stll fail the Hammer test.

For sensitve equipment requirini hiih availability/reliabilityo you would replace the RAM without queston and 

would probably switch to RAM with error correcton such as  CC RAM.  ven a 1-bit error can result in 

catastrophic consequences for sayo a bank account balance. Note that not all motherboards support  CC 

memoryo so consult the motherboard specifcatons before purchasini  CC RAM.
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3.2 ECC Errors
Durini testnio MemTest86 may report  CC errors detected by the baseboard/s memory controller if 
 CC is supported and enabled. The deiree of informaton available for the detected  CC error depends 
heavily on the baseboard chipset. This includes any of the followini:l

• Memory address
• DRAM address Xcolumno rowo ranko bankB
• Channel and DIMM slot number

The followini euamples illustrate possible outputs displayed on screen for detected  CC errors .

[ECC Error] Test: 1, Addr: 0x8F32540AC C/S: 1/0

The  CC error was detected in memory address 0u8F32540ACo which is mapped to the DIMM module 
located in channel 1o slot 0.

[ECC Error] Test: 1, (Col,Row,Rank,Bank,C/S): (0,17900,2,0,1/0)

The  CC error was detected in the DIMM module located in channel 1o slot 0 with the indicated 
column address X0u0Bo row address X0u17900Bo rank address X0u2Bo and bank address X0u0B.

[ECC Error] Test: 1, Channel/Slot:  1/0

The  CC error was detected in the DIMM module located in channel 1o slot 0. No informaton 
reiardini the memory address that triiiered the  CC error is available.
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4 Repairing Memory Faults
 hen MemTest86 detects errors the error count will be incremented and the error details will be displayed on 

the lower half of the screen. The key informaton needed to diainose errors are the “ rror Confdence Valuei 

and the “ rrors per Memory Sloti informaton.  rror confdence values over 100 should always be considered 

to be leiitmate.  The errors per memory slot indicate both the number of memory modules present in your EC 

and the number of errors for each memory module. This informaton may not be available for older ECs. The 

remainini error details may be iinored.

To diainose and repair a memory fault requires you to open your computer case and handle sensitve 

electronic components.  ith proper handlini procedures this is not diicult. If you do not want repair your 

own hardware you can use MemTest86 to test your RAMo but rely on a third party to do the actual repair.

4.1 Anti-Static Handling Procedures

 lectronic components may be damaied by statc electricity. The key to proper handlini is to simply avoid 

causini a statc discharie thouih the component that is beini handled. This is done by dischariini statc 

buildup before a component comes in contact with another surface. For euample when installini a component 

into a computero frst touch a bare metal part of the computer case. If you want to set a component on a tableo 

touch the table frst and then set down the component. If you take a step or even shufe your feet you will 

need to re-discharie any statc buildup.

4.2 Re-Seating Memory Modules
In many cases memory problems are caused by a poor connecton. This can be resolved by simply removini and 

reinstallini the memory moduleXsB usini the followini procedure.

1. Usini the documentaton for your motherboard locate the memory module slots and identfy the 

memory moduleXsB.

2. Usini proper ant-statc handini procedures remove the memory moduleXsB. In most cases this is done 

by pressini down on the lockini tabs at the end of the module slot.

3. Carefully clean any dust or debris from the module and the motherboard memory module slots.

4. Reinstall the memory moduleXsB into their oriiinal slot on the motherboard.

5. Rerun MemTest86.

4.3 Replacing Modules

If re-seatni memory modules does not resolve the problem then a memory module will ienerally need to be 

replaced.

 hen more than one module is installed you will need to determine which module is failini.
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First consult your motherboard documentaton to determine if memory modules may be used individually or if 

they must be used in pairs. If your motherboard is confiured with the minimum number of memory modules 

you will need to purchase a replacement memory module in order to locate the failini one. Usini the 

iuidelines in your motherboard manual to maintain a workini confiuraton selectvely remove modules from 

the system and rerun MemTest86 to fnd the bad moduleXsB.  Be sure to carefully note which modules are in the 

system when the test passes and fails.

In most cases memory failures will be due to a faulty memory module and replacini the module will resolve the 

problem. Howevero the motherboard afects memory operaton and may also cause memory errors. There are 

instances where only a partcular combinaton of memory and motherboard will cause errors. This is typically 

due to the memory not beini of suicient quality and speed to keep up with the motherboard. This memory 

may functon properly when installed in a less demandini motherboard.  hen errors are only detected by test 

#5 it is usually due to memory not beini fast enouih to work properly with the motherboard. More 

conservatve memory tmini BIOS setnis Xif supportedB may resolve these problems. Otherwise hiiher quality 

memory may be requiredo or possibly the motherboard may need to be replaced.

4.4 Error Validity

There are many users who queston if errors detected by MemTest86 are valid. In at least 99.9% of cases 

reported errors will be leiitmate and must be corrected. MemTest86 simply euercises all available RAM lookini 

for errors. If any error is detected in RAMo reiardless of how or whereo it is a leiitmate failure that needs to be 

corrected. There are no known issues reiardini compatbility. It is possibleo but unlikelyo that a partcular error 

will never show up in normal operaton. Howevero operatni with mariinal memory is risky and can result in 

data loss and disk corrupton.  ven if there is no overt indicaton of problems you cannot assume that your 

system will be unafected.

There are some rare cases where motherboard manufacturers will map hardware reiisters into space normally 

occupied by memory.  hen these locatons are tested errors are reported. In this caseo the reported errors will 

be invalid. To beter identfy these rare cases where invalid errors are reported an error confdence value is 

created by MemTest86. The proiram tracks failures and then does some simple analysis to determine the 

probability of invalid errors.  hen the confdence value euceeds 100 it is nearly impossible that the reported 

errors will be invalid.
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5 Over Clocking

5.1 Background

MemTest86 is an invaluable tool for over clockini and may be used to increase your systems performance and 

reliability. Many shy away from over clockini fearini that it will make their EC less reliable.  ith a proper 

procedureo fne tunini your system tminis is safe and in some cases will even improve reliability.

Before embarkini on over clockini one must understand the concept of mariins or mariin for error.

5.2 Operating Margins
To achieve hiih reliability computer systems are desiined and tested under conditons that are more strenuous 

than those eupected in normal use. Take for euample a computer that is desiined to operate with a bus 

frequency of 133 MHz. A quality manufacturer will desiin and test for operaton at perhaps 140 MHz or hiiher. 

This mariin for error provides confdence that even with inevitable manufacturini variances and chaniini 

conditons operaton will be reliable.  hen components from diferent manufacturers are combined an even 

ireater mariin for error is required since the euact characteristcs of the associated components are not known. 

The result is the majority of computers will end up havini a much larier mariin for error than is needed.  This 

means that a lot of performance is beini wasted. On the other hand there will be a small number of systems 

that do not have enouih mariin of error and will have poor reliability even without over clockini.

Many think of over clockini as simply makini a computer operate as fast as possible. This approach is unwise 

and will ofen result in unreliable operaton. A much beter philosophy is to adjust and fne tune computer 

tminis to maintain an appropriate mariin for error. An appropriate mariin includes not leavini too much 

mariino wastni performance.

For euample let say we have a computer that will operate properly with a system clock of 189 MHz. Obviously a 

lot of performance will be wasted if we operate the computer at the standard 133 MHz. In additon if the 

computer fails at 190 MHz it would be unwise to operate at 189 MHz since there is litle mariin for error and 

operaton will likely not be reliable. An operatni mariin of 3% to 6% is suicient to insure iood reliability. For 

this euample a system clock of 178 to 183 would be ideal. There may be cases where it will be advisable to 

under clock. If a system with a normal clock rate of 133 MHz does not operate properly at 136 MHz or more 

then there is not enouih mariin and under clockini is required to ensure reliability.

To summarizeo over clockini should be thouiht of as fne tunini a computer to ensure reliability frst and 

secondarily mauimizini performance.

5.3 Using MemTest86 for Over Clocking

The frst step in a proper over clockini procedure is to determine the operatonal limits of your computer. Afer 

the operatonal limits have been identfed the system setnis may be adjusted to provide enouih mariin to 

ensure hiih reliability. MemTest86 is an ideal tool to accurately determine the operaton limits of your memory 
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and CEU. Usini the iuidelines belowo euperiment with the setnis available for your motherboard to fnd 

setnis that result in the hiihest clock rate combined with the hiihest reported memory bandwidth.

1. Before atemptni to over clock you need to know what system parameters your motherboard will 

allow you to adjust and how they are adjusted. Some motherboards will allow all useful parameters to 

be adjusted while others do not allow for any adjustment. Consult your motherboard manual for 

details. Some of the parameters that may be available are:l

● System clock rate

● CEU clock multplier

● Memory tmini

● Memory clock multplier

● CEU voltaie

● Memory voltaie

2. You need to know how to reset the CMOS to factory setnis. It is common when over clockini to end 

up with setnis that will not run the BIOS.  hen the parameters are set via CMOS the only way to 

recover is to reset the CMOS to the factory confiuraton. For some motherboards this is accomplished 

by removini a jumper. Other will require removal of the CMOS backup batery. Make sure that you 

know how to recover before startni.

3. Before adjustni any parameterso run MemTest86 for a full pass to establish a baseline. Record the 

memory bandwidth and CEU clock frequency for the default confiuraton.

4. Typically the best place to start is with the system clock rate. Increase the clock rate in fairly small 

increments X2-4 MHzB and then run at least a partal pass of MemTest86. Runnini at least 15% of tests 

1-5 should be the minimum amount of testni for each iteraton. Contnue increasini the clock rate 

untl you iet a failure. Take your tme and take iood notes. For each step be sure that you record the 

memory bandwidth reported by MemTest86. Some BIOS's automatcally adjust memory tminis 

accordini to clock rate. You may fnd that by increasini the clock rateo memory performance will 

decrease. Once you fnd a failure back of on the clock rate untl you fnd the point at which you iet 

errors. Once you fnd the point at which memory errors occur back the clock of one step and run a full 

pass of MemTest86 to confrm the operatonal limit. In some cases the CEU will hani Xstop respondiniB 

before memory errors are detected.

5. Some motherboards will allow you to adjust memory tmini. Memory tminis are typically listed as 4 

values separated by hyphens. Howevero some motherboards only ofer choices like fasto faster and 

fastest. There are two strateiies for adjustni memory tmini. If memory errors are detected before the 

CEU euhibits problems then slower memory tmini may be used to allow a hiiher system clock rate to 

be used. The second strateiy is to use faster memory tminis to iet more memory bandwidth without 

increasini the system clock rate. It is impossible to know which values will efect errors. Some of the 
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memory tminis will afect memory bandwidth and others will not. Be sure to record the reported 

memory bandwidth for each parameter chanie.

6. If in step 4 the CEU hanis before memory errors appear then the CEU has less mariin for error than the 

memory. If available you may want to try reducini the CEU multplier and then contnue to increase the 

system clock untl either the CEU stops or memory errors occur. This is helpful if memory tminis are 

not adjustable or are inefectve.

7. CEU and memory voltaies are adjustable on some motherboards and increasini them may allow you to 

run at hiiher speeds. In partcular hiiher CEU voltaies tend to be quite efectve for over clockini. 

Howevero hiiher voltaies also mean hiiher temperatures so be sure that you have plenty of case 

coolini and an efectve CEU cooler. Use carefully.

8. Some motherboards allow you to use a system clock multplier for memory. The default is usually 1:l1o 

or in other words the system and memory clock rates will be the same. This setni is only useful when 

the memory and CEU operatonal limits are siinifcantly diferent and can not be brouiht into balance 

usini the techniques listed above.

Once you have established the operatonal limits of your system then you need to select setnis that allow for 

a reasonable mariin for error. Do not be tempted to use the mauimum setnisg A mariin of 3% to 6% is 

recommended for reliable operaton. The easiest way to add operatonal mariin is to simply reduce the system 

clock rate by 3% to 6% from the mauimum setni that functoned properly.

In many cases the operatonal limits for the CEU and memory will be diferent. For euample you can iet more 

CEU speed by reducini memory setnis. Or you can iet more memory performance by reducini the CEU 

multplier. For these cases you will need to choose a compromise. Both memory bandwidth and CEU clock rate 

are important so don't be tempted to only optmize for one or the other.

MemTest86 provides iood assurance of reliable memory operaton when over clockini.  ven when a dramatc 

increase in memory bandwidth is achieved. As loni as MemTest86 does not report errors and appropriate 

mariins have been applied then you should not hesitate to fully mauimize memory tminis. Howevero some 

cauton must be euercised for system clock rate increases.  ith most motherboards the clock rate for the ECI 

and AGE busses are based on the system clock. Generally these busses will have no problem runnini at 

somewhat hiiher rates. MemTest86 does not test ECI or AGE and do not provide any assurance that anythini 

other than the CEU and memory are workini properly. Sadly there is currently no safe way to determine the 

operatonal limits for ECI and AGE and therefor there is no way to assure that there are appropriate mariins. 

Unless your motherboard is able to independently establish the frequency of ECI and AGE busses you should be 

careful about runnini with larie Xmore than 15%B increases in the system clock. In additon runnini your CEU at 

hiiher frequencies will ienerate more heat. Small frequency increases will ienerally be fne with the installed 

CEU cooler.  arier increases in the system clock rate may necessitate a lariero more efectve CEU cooler.
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Appendices

Appendix A.Technical Information

Appendiu A contains technical informaton from the MemTest86 R ADM  fle that was previously released 

under the Gnu Eublic  icense XGE B. This secton provides additonal backiround informaton and technical 

informaton that may be useful for advanced users.

A.1 Memory Testing Philosophy

There are many approaches for testni memory.  Howevero many tests simply throw some paterns at memory 

without much thouiht or knowledie of memory architecture or how errors can best be detected. This works 

fne for hard memory failures but does litle to fnd intermitent errors. BIOS based memory tests are useless for 

fndini intermitent memory errors.

Memory chips consist of a larie array of tihtly packed memory cellso one for each bit of data.  The vast 

majority of the intermitent failures are a result of interacton between these memory cells.  Ofen writni a 

memory cell can cause one of the adjacent cells to be writen with the same data. An efectve memory test 

atempts to test for this conditon. Thereforeo an ideal strateiy for testni memory would be the followini:l

1. write a cell with a zero

2. write all of the adjacent cells with a oneo one or more tmes

3. check that the frst cell stll has a zero

It should be obvious that this strateiy requires an euact knowledie of how the memory cells are laid out on the 

chip.  In additon there is a never endini number of possible chip layouts for diferent chip types and 

manufacturers makini this strateiy impractcal.  Howevero there are testni aliorithms that can approuimate 

this ideal strateiy.

A.2 MemTest86 Test Algorithms

MemTest86 uses two aliorithms that provide a reasonable approuimaton of the ideal test strateiy above.  The 

frst of these strateiies is called movini inversions.  The movini inversion test works as follows:l

1. Fill memory with a patern

2. Startni at the lowest address

2a. Check that the patern has not chanied

2b.  rite the paterns complement

2c. Increment the address

Repeat 2a - 2c

3. Startni at the hiihest address
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3a. Check that the patern has not chanied

3b.  rite the paterns complement

3c. Decrement the address

Repeat 3a - 3c

This aliorithm is a iood approuimaton of an ideal memory test but there are some limitatons.  Most hiih 

density chips today store data 4 to 16 bits wide.   ith chips that are more than one bit wide it is impossible to 

selectvely read or write just one bit.  This means that we cannot iuarantee that all adjacent cells have been 

tested for interacton.  In this case the best we can do is to use some paterns to insure that all adjacent cells 

have at least been writen with all possible one and zero combinatons.

It can also be seen that cachinio buferini and out of order euecuton will interfere with the movini inversions 

aliorithm and make less efectve. It is possible to turn of cache but the memory buferini in new hiih 

performance chips can not be disabled.  To address this limitaton a new aliorithm called Modulo-) was 

created.  This aliorithm is not afected by cache or buferini.  The aliorithm works as follows:l

1. For startni ofsets of 0 - 20 do steps 2-5

2. write every 20th locaton with a patern

3. write all other locatons with the paterns complement

4. repeat 1b one or more tmes

5. check every 20th locaton for the patern

This aliorithm accomplishes nearly the same level of adjacency testni as movini inversions but is not afected 

by cachini or buferini.  Since separate write passes X1ao 1bB and the read pass X1cB are done for all of memory 

we can be assured that all of the bufers and cache have been fushed between passes.  The selecton of 20 as 

the stride size was somewhat arbitrary.   arier strides may be more efectve but would take lonier to euecute.  

The choice of 20 seemed to be a reasonable compromise between speed and thorouihness.

A.3 Individual Test Descriptions

MemTest86 euecutes a series of numbered test sectons to check for errors.  These test sectons consist of a 

combinaton of test aliorithmo data patern and cachini. The euecuton order for these tests were arranied so 

that errors will be detected as rapidly as possible. A descripton of each of the test sectons follows:l

Address test, walking ones

Tests all address bits in all memory banks by usini a walkini ones address patern.   rrors from this test are not 

used to calculate BadRAM paterns.

Address test, own address

 ach address is writen with its own address and then is checked for consistency.  In theory previous tests 

should have cauiht any memory addressini problems.  This test should catch any addressini errors that 
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somehow were not previously detected.

Moving inversions, ones & zeros

This test uses the movini inversions aliorithm with paterns of all ones and zeros.  Cache is enabled even 

thouih it interferes to some deiree with the test aliorithm.   ith cache enabled this test does not take loni 

and should quickly fnd all "hard" errors and some more subtle errors.

Moving inversions, 8 bit patern

This is the same as test 3 but uses a 8 bit wide patern of "walkini" ones and zeros.  This test will beter detect 

subtle errors in "wide" memory chips.  A total of 20 data paterns are used.

Moving inversions, random patern

This test uses the same aliorithm as test 3 but the data patern is a random number and it's complement. This 

test is partcularly efectve in fndini diicult to detect data sensitve errors. A total of 60 paterns are used. The 

random number sequence is diferent with each pass so multple passes increase efectveness.

Block move

This test stresses memory by usini block move XmovslB instructons and is based on Robert Redelmeier's burnB) 

test.  Memory is initalized with shifini paterns that are inverted every 8 bytes.  Then 4MB blocks of memory 

are moved around usini the movsl instructon.  Afer the moves are completed the data paterns are checked.  

Because the data is checked only afer the memory moves are completed it is not possible to know where the 

error occurred.  The addresses reported are only for where the bad patern was found.  Since the moves are 

constrained to an 8MB seiment of memory the failini address will always be lest than 8MB away from the 

reported address.   rrors from this test are not used to calculate BadRAM paterns.

Moving inversions, 32 bit patern

This is a variaton of the movini inversions aliorithm that shifs the data patern lef one bit for each successive 

address. The startni bit positon is shifed lef for each pass. To use all possible data paterns 32 passes are 

required.  This test is quite efectve at detectni data sensitve errors but the euecuton tme is loni.

Random number sequence

This test writes a series of random numbers into memory. The inital patern is checked and then 

complemented and checked aiain on the neut iteraton. Howevero unlike the movini inversions testo writni and 

checkini can only be done in the forward directon. On the frst passo a fued seed number is used so that the 

random number ienerator always ienerates the same sequence of numberso allowini the test run to be 

reproducible. All subsequent passes use a seed number ienerated from the system clocko resultni in more 

permutatons beini tested.

The 64-bit and 128-bit versions of this test is essentally the same as the oriiinal 32-bit testo eucept that it uses 

natve 64-bit and SIMD instructons respectvely.
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Modulo 20, random patern

Usini the Modulo-) aliorithm should uncover errors that are not detected by movini inversions due to cache 

and buferini interference with the aliorithm.  A sequence of 6 32 bit random paterns are used.

Bit fade test, 2 paterns

The bit fade test initalizes all of memory with a patern and then sleeps for 5 minutes Xor a custom user-

specifed tme intervalB. Then memory is euamined to see if any memory bits have chanied. All ones and all 

zero paterns are used.

Row Hammer Test

The row hammer test euposes a fundamental defect with RAM modules 2010 or later. This defect can lead to 

disturbance errors when repeatedly accessini addresses in the same memory bank but diferent rows in a short 

period of tme. The repeated openini/closini of rows causes charie leakaie in adjacent rowso potentally 

causini bits to fip. 

This test 'hammers' rows by alternatvely readini two addresses in a repeated fashiono then verifyini the 

contents of other addresses for disturbance errors. For more details on DRAM disturbance errorso see Flipping 

Bits in Memory Without Accessing Thems An Experimental Study of DRAM Disturbance Errors  by Yooniu Kim et 

al.

Startni from MemTest86 v6.2o potentally two passes of row hammer testni are performed. On the frst passo 

address pairs are hammered at the hiihest possible rate. If errors are detected on the frst passo errors are not 

immediately reported and a second pass is started. In this passo address pairs are hammered at a lower rate 

deemed as the worst case scenario by memory vendors X200K accesses per 64msB. If errors are also detected in 

this passo the errors are reported to the user as normal. Howevero if only the frst pass produces an erroro a 

warnini messaie is instead displayed to the user. 

A.4 Error Reporting

 hen the tests are runninio individual errors are reported which includes the followini details.

Field Descriptton

Test:l Test number

Addr:l Failini memory address

 upected:l  upected data patern

Actual:l Failini data patern
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 hen  CC detecton is enabledo the followini error details are reported when  CC errors are detected. Some 

felds may not be available dependini on the memory controller on the chipset.

Field Descriptton

Test:l Test number

Addr:l Memory address of the detected  CC error

XColoRowoRankoBankB:l The ranko banko rowo and column address of the detected  CC error.

 CC Corrected:l  hether the  CC error has been corrected or not

Syn:l Represents the " CC syndrome" value.  hen a 64-bit word is writen to RAMo seven  CC bits 
are computed.  hen the same word is re-read the  CC bits are recalculated. Then an 
euclusive OR is done on the  CC bits to determine if there has been an error. A zero result 
means no error. A non zero result indicates an error and the syndrome value can be used to 
determine the actual bit that was in error. Consult the memory controller/s chipset 
documentaton for the  CC syndrome table to determine the euact bit in error.

Channel/Slot:l The channel and slot number of the DIMM stck where the  CC error was detected

Afer the tests are completedo an error summary report is displayed which includes the followini informaton:l

 owest  rror Address:l

The lowest address that where an error has been reported.

Hiihest  rror Address:l

The hiihest address that where an error has been reported.

Bits in  rror Mask:l

A mask of all bits that have been in error XheuadecimalB.

Bits in  rror:l

Total bit in error for all error instances and the mino mau and averaie bit in error of each individual occurrence.

Mau Contiuous  rrors:l

The mauimum of contiuous addresses with errors.

 CC Correctable/Uncorrectable  rrors:l

The number of errors that have been corrected/uncorrected by  CC hardware.

Test   rrors:l

On the riiht hand side of the screen the number of errors for each test are displayed.

A.5 SPD.spd file specifications (Pro version only)

The SED.spd fle contains the raw bytes to be compared with the collected SED data when SPDMATCH=1. The 

format specifcatons is as follows:l

• ASCII teut format

• Mauimum 512 bytes
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◦ If the number of bytes is less than the size of the SED datao only those bytes shall be compared with 

the SED data.

◦ If the number is ireatero the check shall fail

• Only heu and '?' wildcard characters allowedo in pairs to represent a sinile byte

◦ If '?' is specifed for a nibbleo it will match any value for the correspondini nibble in the SED data

Example

Given the followini truncated SED.spd fle:l

23 10 0C ?? AA BB CC DD EE FF 11 22 33 44 55 66
...
...

The followini SED bytes shall match:l

23 10 0C 00 AA BB CC DD EE FF 11 22 33 44 55 66
...
...

Howevero the followini SED bytes shall not match:l

23 10 0C 00 AB BB CC DD EE FF 11 22 33 44 55 66
...
...
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Appendix B.Product Support

Elease report problems to:l

 mail:l help@passmark.com

Elease include:l

• The sofware version.

• A detailed descripton of the problem and how to reproduce it.

• A copy of the result fles / loi fles Xif availableB.

• Details of how we may be able to contact you.

B.1 Known Problems

MemTest86 can not diainose many types of EC failures.  For euample a faulty CEU that causes  indows to 

crash will most likely just cause MemTest86 to crash in the same way.

 ith some EC's MemTest86 will just die with no hints as to what went wroni.  ithout any details it is 

impossible to fu these failures.  Fiuini these problems will require debuiiini on your part. There is no point in 

reportni these failures unless you have a  inuu system and would be willini to debui the failure.

MemTest86 supports all types of memory.  If fact the test has absolutely no knowledie of the memory type nor 

does it need to.  This not a problem or bui but is listed here due to the many questons about this issue.

B.1.1 UEFI

MemTest86 depends on the services provided by the U FI frmwareo which include mouse/keyboard supporto 

multprocessor serviceso fle input/outputo and ECI device manaiement. Because the services that are provided 

by the frmware are developed individually by the motherboard manufacturerso there may be functonal 

diferences that can limit or prevent the proper operaton of MemTest86. Some of these issues are hiihliihted 

below:l

• Some U FI implementaton do not provide full mouse supporto preventni the use of the mouse in 

MemTest86. If this is the caseo use the keyboard or try updatni to a new frmware build.

• Multple CEU testni may not be available due to limited or non-functonal implementatons of 

Multprocessor services provided by U FIo especially for older frmware. This may cause a reduced 

number of processors available for testnio or even proiram freeze when atemptni to run on other 

processors. If this is the caseo run in sinile CEU mode or try updatni to a new frmware build. There is a 

blacklist.cfi fle that contains a list of baseboards that are known to have issues runnini MemTest86. 

Addini a baseboard to the list may allow MemTest86 to runo albeit with limited functonality. See 

Baseboard Blacklist File Xblacklist.cfiB for details on how to use the fle.
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MemTest86 is also inherently limited by the U FI environment and as sucho iives rise to the followini 

limitatons:l

• MemTest86 USB fash drives cannot be read in  indows )E X32-bitB due to its lack of support of GET 

disks

• MemTest86 cannot remap itself to diferent portons of memory in order to run tests in the secton of 

memory it was occupyini. 

• Dual U FI entries may be present in U FI BIOS as boot devices. There is no diference in selectni either 

entry This is due to a workaround that allows MemTest86 USB fash drives to be accessible in  indows.

B.1.1.1 Baseboard Blacklist File (blacklist.cfg)

There is a fle Xblacklist.cfiB that contains a list of baseboards that are known to have frmware issues that 

prevent MemTest86 from functonini properly. This fle is loaded on startup and the list is scanned to see if 

there is a match with the system baseboard. If there is a matcho the MemTest86 functonality shall be restricted 

accordinily.  ithout imposini the restrictono there may be a chance that MemTest86 may not run at all. The 

followini is a snipbit of the blacklist.cfi fle:l

"Mac-F42C88C8",ALL,EXACT,RESTRICT_STARTUP
"80AF",ALL,EXACT,RESTRICT_MP
"Z97MX-Gaming 5",ALL,EXACT,RESTRICT_MP
"Z170MX-Gaming 5",ALL,EXACT,RESTRICT_MP
"Z170X-Gaming 3",ALL,EXACT,RESTRICT_MP

 ach blacklisted baseboard is stored on a separate line with the followini format:l

<baseboard>,<BIOS version>,<exact|partial match>,<restriction flags>

where

<baseboard> is the case-sensitve baseboard strini in double quotes

<BIOS version> is the frst BIOS version Xstrini in double quotesB that no lonier euhibits the issue. If no fu is 

availableo specify ALL

<exact|partial match> determines whether euact or partal matchini is used on <baseboard strini>.

<restriction flags> determines the restricton policy to impose if there is a match. This can be one of the 

followini values:l

RESTRICT_STARTUP - Display a warnini messaie before MemTest86 boots

RESTRICT_MP - Do not perform the multprocessor test durini startupo and set the default CEU mode to SING  

DISABLE_MP - Completely disable multprocessor supporto restrictni the CEU mode to SING   only

DISABLE_CONCTRL - Disable console control protocolo which may be needed for some older systems Xei. iMac 7.1B

FIXED_SCREENRES - Do not modify the default screen resolutono which is known to cause issues on some  enovo 
systems

RESTRICT_ADDR - Set the lower address limit to 0u100000 by defaulto which may be needed for some Mac systems 
Xei.  ate 2013 27" iMacB

Copyright 2020 Passmark® Softare Page 48



TEST12_SINGLECPU - Run Test 12 in SING   CEU Modeo which may be necessary to workaround CEU threads 
haniini in EARA     mode

DISABLE_LANG - Disable laniuaie support and font installatono which is known to cause issues on some Dell 
systems
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B.2 Enhancements

Elease send enhancement requests to:l

info@passmark.com

All requests will be consideredo but not all can be implemented
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Appendix C.Change Log

Chanies in v8.4 XApril/2020B

Fiues/ nhancements

• Added new confi fle parameter 'CH CKM MSEDSIZ ' for checkini consistency of total memory 

capacity of detected SEDs aiainst system memory size

• Added new confi fle parameter 'SEDMATCH'. If enabledo will look for SED.spd fle which contains the 

raw bytes to compare SED bytes to

• Memory is now reserved at the beiinnini and released at the end of the test session to reduce 

frequency of memory allocatons/release and improve UI responsiveness

• Added fallback when failini to set the menu screen size to the mau supported resoluton

• Added ttp.remap fle for fuini backslash/forward slash issues with uploadini )M  fles when runnini 

TFTE server on  inuu machines

• Added warnini messaie when failini to inject  CC errors for Ryzen chipsets Xdue to beini disabled in 

productonB

• Added specifc Mac Ero models to black list to workaround display and multprocessini issues

• Added preliminary  CC support for Ryzen Zen 2

• Added preliminary support for retrievini CEU info for Intel Comet  ake chipsets

Chanies in v8.3 XNovember/2019B

Fiues/ nhancements

• Added AUTOR EORT confiuraton fle parameter to enable/disable automatc savini of test results 

HTM  report when AUTOMOD  is enabled

• Added TFTESTATUSS CS confiuraton fle parameter to set the period to send status )M  updates to 

TFTE server Xfor manaiement consoleB

• Modifed behaviour for detecton of duplicate errors.  rrors with the same address Xand bitsB but occur 

in diferent tests are no lonier considered to be duplicate.

• Fiued hani when CEU does not support SS 4.1 instructons when runnini Test 12

• Fiued MINSEDS and  )ACTSEDS confiuraton fle parameters beini incorrectly set when savini current  

confiuraton setnis to fle

• Fiued escapini of characters in )M  messaies to TFTE server Xfor manaiement consoleB
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• Fiued invalid )M  tai in )M  messaies to TFTE server Xfor manaiement consoleB

• Report is now automatcally saved before the end of test prompt when AUTOMOD =2 is set in 

confiuraton fle

• Fiued incorrect reference to blacklist fai ‘T ST12_ON CEU/ Xcorrect fai is ‘T ST12_SING  CEU/B

• Updated Russian translatons Xcourtesy of Victor  utzB

• Added beter sanity checkini for SED bytes

• Updated J D C manufacture list to J E106AZ XMay 2019B

• Fiued channel mappini for Apollo  ake  CC detecton

• Fiued  CC detecton for certain Intel Skylake-SE chipsets

Chanies in v8.2 XJune/2019B

Fiues/ nhancements

• Added R EORTER FI) confiuraton fle parameter to specify the prefu teut to use for the report fles

• Added T ST12_SING  CEU fai to blacklist.cfi to force test 12 to run in sinile CEU mode as a 

workaround for CEU threads haniini in EARA     mode

• Added DISAB  _ ANG fai to blacklist.cfi to disable laniuaie support and font supporto which is known 

to cause issues on some Dell systems

• Chanied the blacklist.cfi R STRICT_ADDR fai lower address limit from 0u1000 to 0u100000o as some 

systems euperience issues when writni to the BIOS area Xup to 0uFFFFFB

• Fiued bui with blacklist.cfi R STRICT_ADDR fai not setni the lower address limit properly

• Fiued bufer overrun buis detected by HeapGuard when measurini memory latency

• Fiued fuctuatons in memory/cache speed measurements

• Fiued UI issues with System Informaton screen

• Chanied "red" error teut to "liiht red" for beter readability

• Fiued CEU temperature readinis for several AMD Ryzen chipsets

• Added reportni of Module Manufacturer's Specifc Data in DDR4 SED modules to E)  server for use 

with Manaiement Console XSite  diton onlyB

• Fiued tmini issues with retrievini SED data on Skylake-) chipset

• Fiued decodini of DDR4 SED Eost Eackaie Repair XEERB XByte 9B
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• Fiued decodini of DDR4 SED Secondary SDRAM Eackaie Type XByte 10B

Chanies in v8.1 XJanuary/2019B

Fiues/ nhancements

• Added version informaton and total CEU threads to test summary screen

• Increased mauimum number of CEU threads to 256

• Added teut colour to error messaies durini testni

• Added Mac Mini 2018 to blacklist which sets the lower address limit to 0u1000 by default

• Fiued bui in detecton of hyperthreads when the number of CEU threads euceeds the mauimum

• Fiued incorrect J D C manufacture names XBank 10B

• Fiued missini RAM part number / serial number obtained from SMBIOS in HTM  report

• Fiued incorrect channel/slot number for  CC errors on Skylake-SE chipsets

• Fiued bui in specifyini the number of test passes for Free version
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Chanies in v8.0 XDecember/2018B

New Features

• Added ability to save/overwrite current confiuraton to the mt86.cfi fle. This can be done under the 
'Setnis' screen

• Inital support for KiniTiier iMS functonality. In the medium termo this will allow bad RAM addresses to 
be localized and removed from serviceo possibly fuini memory errors caused by defectve RAM stcks

• Added laniuaie support for Eolish

• Added new confiuraton fle parameter CONSO  ON Y which forces MemTest86 to run usini the 

console only Xie. no iraphicsB. This allows for systems without iraphics support Xei. serial consoleB

• Added new confiuraton fle parameter SAM SEDEARTNO to check whether the part numbers of all 
detected SEDs match

• Added new confiuraton fle parameter  )ACTSEDS to specify the number of detected SED modules to 

match before allowini the tests to beiin. This parameter overrides MINSEDS if set.

• Added optons to set MINSEDS and  )ACTSEDS in the main menu. This can be done by selectni 'View 

detailed RAM XSEDB info' in the 'System Info' screen

• Improved Test 12 test coveraie by alternatni between temporal/non-temporal store/load intrinsics. 

This chanie allow MemTest86 to detect some previously undetectable RAM errors.

• Added support for memory error triiierini and loiiini for loiic analyzers such as  oiic Analyzer 

Keysiiht U4164A. Before the test is startedo the memory address of the structure where errors are 

loiied is displayed on screen to allow for confiuraton of the loiic analyzer.  hen memory errors are 

detectedo the patern 0uD ADB  F and error details are writen to a predefned structure. This 

triiierini/loiiini mechanism is enabled via confiuraton fle parameter TRIGG RON RR.

Fiues/ nhancements

• Removed MemTest86 v4 XBIOSB from boot imaies. This means that MemTest86 will no lonier be dual 

boot and U FI is now mandatory to use new versions of MemTest86. On old machines with traditonal 

BIOSo the separate stand alone V4 release will need to be used. This chanie was made as many users 

were confused by the dual boot setupo and accidentally booted the old V4 release on new U FI 

systems.

• Removed MemTest86 ISO download packaies. Users are encouraied to use the USB boot imaies which 

allow loiso reports and confiuraton fles to be writen to the USB drive. If CD boot is requiredo please 

use ISO imaies from MemTest86 v7 or earlier.

• Consolidated download packaies for  indows and  inuu/Mac into one zip fle

• Increased size of parttons in the boot imaies to 256MB

• Fiues to allow Memtest86 to be installed permanently in frmware by motherboard vendors
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• Fiued system hani when disablini cache on CEU threads

• Memory ranies less than 1MB are no lonier reserved for Bit fade test/Hammer test due to possible 

memory confict issues

• XSite  diton onlyB Chanied manaiement console report period from 3 min to 1 min. Removed 

reportni afer the completon of every test.

• Added periodic resetni of watchdoi tmer for iE)  workaround

•  imited the mauimum number of passes in the Free version to 4

• Fiued FAI  result in ienerated HTM  report when testni was aborted without any errors.

• Added tmestamp to the list of errors in the HTM  report

• Fiued misaliined proiress bar when runnini RAM benchmark test

• Updated to UDK2018

• Added CEU/SED/ CC support for Hyion Dhyana chipsets

• Updated J D C RAM manufacture ID list XJ E106A)B

• Added SMBus XSEDB support for Intel Cannon  ake SMBus.

• Added SMBus XSEDB support for unknown Intel SMBuses

• Added  CC detecton support for Intel Atom C3000 chipsets

• Added  CC detecton and injecton support for Intel Cofee  ake chipsets

• Added  CC detecton and injecton support for AMD Ryzen X10h-1fB chipsets

• Fiued  CC detecton support for Skylake-SE

• Fiued  CC error channel/slot number determinaton for Skylake-SE

• Fiued bui in reportni of  CC capabilites for Ryzen chipsets

• Fiued Ryzen CEU temperature readinis for 26uu/27uu/29uu

• Added workaround for console mode not workini for laptops with hi-res screens

• Added iMac14o2 to blacklist which set the lower address limit to 0u1000 by default

• Added ROG STRI) )370-F GAMING XBIOS version 4012B to the blacklist as frst BIOS version that doesn't 

require blacklistni
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Chanies in v7.5 XJan/2018B

Fiues/ nhancements

• Added check for whether the number of errors euceed a mauimum error count. If soo the tests are 

aborted. This can be confiured via the confiuraton fle parameter MA) RRCOUNT. By default the 

value is 10000

• Added support for Russian laniuaie

• Added new confiuraton fle parameter  )ITMOD  for specifyini whether to shutdown or reboot the 

system on euit

• Added support for reportni to Manaiement Console 

Xhtps:l//www.passmark.com/products/bitmitconsole.htmB via )M  messaies over TFTE XSite  diton 

onlyB. The status of MemTest86 is periodically reported to the manaiement console

• Added new confiuraton fle parameter TFTES RV RIE for specifyini a diferent TFTE server IE address 

for sendini report fles and reportni to the manaiement console XSite  diton onlyB

• Added workaround for retrievini confiuraton fles from TFTE servers that don't support the 'iet fle 

size' TFTE command XSite  diton onlyB

• Added workaround for Serva bui when overwritni a fle on the TFTE server XSite  diton onlyB

• Fiued bui with ienerated HTM /)M  fles that require character escapini

• Added workaround when frmware  FI_G T_TIM  functon fails to retrieve the tme correctly. A 

warnini is also writen to the loi fle

• Added new fai DISAB  _CONCTR  to blacklist for console control workarounds for older frmware

• Fiued 'A  ' BIOS versions not beini parsed properly in blacklist

• Updated blacklist.cfi fle with additonal baseboards with known issues

• Added more robust detecton of CEU hyperthreads

• Added  CC detecton support for Intel Skylake-SE chipsets

• Added  CC detecton/injecton support for AMD Ryzen chipsets

• Added warnini messaie to loi fle when  CC injecton is locked on Atom C2000 chipsets

• Fiued bui with  CC error reportni on Intel )eon  3 chipsets

• Fiued CEU temperature not beini shown for Intel Apollo  akeo Skylake-) and Broadwell-  chipsets

• Added preliminary support for retrievini CEU info for Intel Cannon  ake/Kniihts Mill chipsets

• Fiued bui with retrievini the number of boosted E-states in AMD chipsets
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• Fiued CEU temperature not beini read properly on AMD 15h Xmodel >= 40hB chipsets

Chanies in v7.4 XJuly/2017B

Fiues/ nhancements

• Added new fle blacklist.cfi that contains a list of baseboards that have known MemTest86 boot issues

• Added 'CONSO  MOD ' confi fle parameter for specifyini the mode of the U FI console. Setni the 

console mode determines the resoluton of the console Xwith 0 beini the minimum supported 

resoluton of 80u25B

• Added 'BITFAD S CS' confi fle parameter for specifyini the sleep interval in the Bit Fade test XTest 10B

• Added laniuaie support for Catalan

• Updated ImaieUSB to version 1.3

• Fiued 128-byte aliinment issues in the random library

•  rrors detected in Test 12 X128-bit Random Number Sequence TestB are now loiied as 128-bit values

• HTM  test report now includes if  CC pollini was enabled

• Fiued teut artfacts appearini in the testni screen due to the teut beini too loni

• Fiued memory size beini incorrectly reported due to includini non-RAM memory ranies Xei. NVMo 

MMIOo ReservedB

• Fiued main menu screen beini too small due to resoluton beini set too hiih

• Added preliminary  CC Injecton support for Intel )eon  5 chipsets

• Added preliminary  CC Injecton support for Intel D-1500 chipsets

• Added  CC detecton support for diferent variatons of Intel Kaby  ake chipset

• Added support for retrievini AMD Ryzen CEU infoo includini base and turbo clock speeds

• Improved the performance and robustness of measurini CEU base/turbo speeds for AMD chipsets

• Updated J D C RAM manufacturer ID list

• Added reset mechanism for Intel ICH SMBus when tmeout occurs while accessini SED reiisters

• Fiued DDR4 SED data not beini read for EII)4 SMBus controllers
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Chanies in v7.3 XFebruary/2017B

Fiues/ nhancements

• CEU cores that are identfed as hyperthreads are now disabled by defaulto due to minimal performance 

benefts

• Fiued potental system hani caused by memory aliinment issues when allocatni 128-bit variables on 

the stack durini the 128-bit random number sequence test XTest 12B

• Improved performance of the 128-bit random number sequence test XTest 12B by usini SS 2 

comparison intrinsics

• Improved performance of the row hammer test XTest 13B by increasini the default step size to 

0u1000000 X16MBB for subsequent passes afer the frst pass. On the frst passo the default step size is 

0u4000000 X64MBB

• Reduced test tme of the row hammer test XTest 13B by usini only a sinile ofset bit to determine the 

row address pairo rather than cycle throuih all possible ofset bits.

• Added ' NAB  HT' confi fle parameter to enable/disable CEU cores identfed as hyperthreads

• Added 'HAMM RST E' confi fle parameter to specify the step size for the neut row pair to hammer in 

the row hammer test XTest 13B. Increasini the step size reduces the memory test coveraieo but will also 

decrease the test tme. By defaulto the step size is 0u1000000 X16MBB

• Added several known baseboards to to a 'blacklist' of boards that have known issues when runnini in 

multprocessor mode. If a blacklisted baseboard is detectedo the Multprocessor test is skipped durini 

startup and the CEU selecton mode is set to sinile.

• Fiued triiierini of  CC error injecton on Intel Skylake X)eon  3 v5B chipset

• Added  CC detecton and injecton support for Intel Kaby ake X)eon  3 v6 familyB chipsets

• Added  CC detecton and injecton support for Apollo  ake SoC XAtom  3900 SeriesB chipsets

• Added support for retrievini RAM SED data on Intel Skylake-  chipsets

• Fiued issue with the test elapsed tme havini stranie values when runnini in round robin or sequental 

CEU mode due to the tmestamp counter not beini synchronized on the CEU cores

Chanies in v7.2 XDecember/2016B

Fiues/ nhancements

•  aniuaie support for Italian

• Added  CC detecton support for Broadwell-H chipsets
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• Added  CC injecton support for Broadwell-H chipsets

• Added  CC detecton support for AMD Merlin Falcon

• Added fu for certain Intel )eon  5 platorms that are unable to access the  CC and SMBus reiisters

• TSOD pollini is now temporarily disabled on Intel  5 v3 platorms when readini SED bytes. Ereviouslyo 

this caused invalid bytes to appear in the SED data.

• Added sanity check for invalid characters in the SED part number strini

• Updated J D C ID manufacture names

• Fiued crash when the number of processors is ireater than the mau supported X120B

• Added SMBIOS systemo baseboard and BIOS info to MemTest86 reports

• Reduced the number of decimal points when displayini memory/cache speeds

• Added workaround for certain U FI frmware when setni console resoluton

• Report fle name is now prepended with the baseboard serial number when runnini MemTest86 Site 

 diton in order to distniuish from reports from other machines

• Added "Mac-F42C88C8" to a blacklist of known unsupported baseboard/ FI frmwares.  hen a 

blacklisted baseboard/ FI frmware is detectedo a warnini messaie is displayed.

• Updated to latest UDK + compiler tools

• Various system info related updates/fues XCEUB

Chanies in v7.1 XAuiust/2016B

Fiues/ nhancements

• Fiued a bui in measurini CEU clock speed usini HE T which could skew the clock speed results to 

unreasonable values. This may have caused issues durini startup includini eutremely loni loadini 

tmes.

• Added fallback mechanism to use the leiacy EIT to measure the clock speed if the measured CEU clock 

speed usini HE T is unreasonable. 

• Disabled code optmizaton for Test 12 due to reported freeze when runnini in parallel mode

• Fiued CEU selecton mode not beini set accordini to the results of the multprocessor test durini 

startup

•  hen switchini to the neut tariet CEU in Sequental/Round Robin modeo atempt to reset the tariet 

CEU if there was a failed atempt to switch the BSE.
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•  hen lookini for SMBus devices for RAM SED retrievalo atempt to look for any disabled SMBus devices 

to enable before enumeratni the ECI bus

•  hen enablini SS  instructons on processorso dispatch to each processor separately rather than all at 

once.

• Fiued cursor appearini for some systems durini testni

Chanies in v7.0 XJuly/2016B

New Features

• Row Hammer Test XTest 13B now uses double-sided hammerini and random data paterns in an atempt 

to eupose more RAM modules susceptble to disturbance errors. 

• E)  network boot is now fully supported XMemTest86 Site  diton onlyB to support scalableo diskless 

deployment to E) -enabled clients.  ike the Ero versiono the confiuraton fle Xacquired from the E)  

server via TFTEB can be used for customizaton and confiuraton of MemTest86 memory tests. Report 

fles can also be uploaded to the server.  oiiinio howevero is unavailable.

• Memory tests are run in Earallel CEU mode by defaulto if supported by the U FI frmware. Runnini in 

parallel mode siinifcantly decreases the test tme as compared to runnini in sinile CEU mode and 

should also help to detect more errors faster. This was made possible afer developini a work around 

for U FI BIOS bui that prevented mult-threadini on some machines.

• Added 'HAMM REAT' confi fle parameter to specify the data patern to use for the row hammer test. 

By defaulto random data paterns are used.

• Added 'HAMM RMOD ' confi fle parameter to specify whether to use sinile or double sided 

hammerini. By defaulto double-sided hammerini is used.

• Added 'CEU IST' confi fle parameter to specify a subset of available CEUs to enable for the memory 

tests.

• Added 'DISAB  ME' confi fle parameter to disable multprocessor support in MemTest86. This can be 

used as a workaround for certain U FI frmwares that have issues runnini MemTest86 in mult-CEU 

modes.

• Added 'BGCO OR' confi fle parameter to specify the backiround colour to use

• Added Eortuiuese translatons

• Added Czech translatons

Fiues/ nhancements

• Added  CC support for diferent revisions of Intel Skylake memory controllers
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• Fiued  CC detecton on Intel Broadwell-H chipsets

• Chanied how  CC errors are detected on Broadwell chipsets

• Chanied how  CC errors are detected on Atom C2000 chipset

• Fiued incorrect channel/slot number beini reported for  CC errors on  5 chipsets

• Added SMBUS XSEDB support for Intel Brouton

• Added SMBUS XSEDB support for Intel Airmont

• Added SMBUS XSEDB support for Intel Sunrise Eoint- E

• Reduced the number of iteratons for the Modulo 20 Test XTest 9B to decrease the test tme

• Reduced the number of addresses to be hammered for the Row hammer Test XTest 13B to decrease the 

test tme

•  hen no tests are completedo the test report now displays "N/A" as oppose to "EASS"

• The Hiih Erecision  vent Timer XHE TB is now used to measure the clock speedo if available. Otherwiseo 

the older Eroirammable Interval Timer XEITB is used.

• The clock speed displayed in the RAM info is now the efectve clock speed as opposed to the actual 

clock speed. The efectve clock speed is twice the actual clock speed for DDR RAM.

• Speeds ireater than 10000MB/s are converted to GB/s when displayini memory/cache speeds in the 

test screen

• Memory sizes ireater than 10240MB are now displayed in GB

• Console is no lonier forced to 80 u 25 if the current mode has a hiiher resoluton

• Fiued issue with certain U FI frmware when switchini from console to iraphics mode

• Fiued RAM benchmark chart ttle strini overfow

• Various system info related updates/fues XCEUB
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Chanies in v6.3.0 XJan/2016B

New Features

• New confiuraton fle parameters MINSEDSo SEDMANUF and SEDEARTNO to specify the values that the 

RAM SED must match before allowini the tests to start. This may be useful for RAM manufacturers that 

need to verify that the SED data has been proirammed correctly.

• New confiuraton fle parameter SKIESE ASH to skip the 10 second splashscreen and proceed directly 

to the main menu

• New mode for the confiuraton fle parameter AUTOMOD  to specify that MemTest86 shall run the 

tests immediately Xskippini the splashscreen and main menuB but prompt the user to save the results 

afer test completon

• New confiuraton fle parameters ADDR2S BITS and ADDR2CSBITS to specify the bit positons of a 

memory address to euclusive-or X)ORB to determine which DIMM slot/chip select X0 or 1B corresponds 

to the failure address

Fiues/ nhancements

• Added  CC detecton support for Broadwell-H chipset

• Added  CC detecton support for Broadwell-D  chipset

• Added  CC detecton support for AMD Bald  aile X2nd ieneraton  mbedded R-seriesB

• Added  CC injecton support for AMD Steppe  aile/Bald  aile

• Added SMBus XSEDB support for Broadwell-D 

• Fiued decodini of J D C manufacture names from the SED

• DDR3 )ME rev1.3 SED decodini is now supported

• Fiued retrieval of DDR4 SED bytes for Intel ICH SMBUS

• Added workaround for buiiy frmware when calls to  FI MEServices fail

• Fiued MemTest86 freezini on network boot

• Fiued bui with wroni details beini displayed for detected memory warninis in the report fle

• Fiued bui with CEU type detecton for older CEUs

• Fiued benchmark chart not beini displayed afer runnini a RAM benchmark test when there is a failure 

in savini results to disk

• Report fle now includes the RAM serial numbero if available

• Various system info related updates/fues XCEUB
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Chanies in v6.2.0 XSept/2015B

New Features

• Due to the hiih number of failures reported for the Hammer Test XTest 13Bo the aliorithm was revised 

to perform 2 potental passes:l 

1. Row pairs are hammered at the mauimum hammer rate. Xie. no delays between each row pair 

hammerB

2. Row pairs are hammered at a lower hammer rate X200K per 64mso as determined by memory 

vendors as the worst case scenarioB

◦ If memory errors are detected in the frst passo error details are not immediately displayed to the 

user and the second pass is started. If errors are detected in the second passo they are reported as 

normal.

◦ If errors are detected in the frst pass but not the second passo a warnini of potental hiih 

frequency bit fips is displayed to the user.

◦ The premise behind this revision is to beter inform users of the siinifcance of errors detected in 

the Hammer Testo as opposed to a strict EASS/FAI  result. Althouih errors detected in this test are 

real errorso the conditons needed to induce these errors occur only very rarely in normal EC usaieo 

and should not be of concern to most users. Thereforeo a warnini rather than an outriiht failure 

would ensure the user is aware of the issue and be able to take the necessary measures to mitiate 

the issue.

• The details of the errors that were detected in the frst pass of the Hammer Test but not durini the 

second pass can be displayed in the report by specifyini the confiuraton fle parameter 

'R EORTNUM ARN'. This parameter represents the mauimum number of warninis to display in the 

report fle.

• New confiuraton fle parameter 'AUTOMOD ' for full automaton.  nablini this parameter shall result 

in the followini:l

1. Splash screen is skipped and the tests are started immediately

2.  hen the tests are completedo the report is saved to disk automatcally 

3. System is rebooted

Fiues/ nhancements

• Shortened the test tme for Hammer Test XTest 13B by reducini the total number of hammers per row 

address pair

• Fiued issue with the main menu not displayini for certain  FI frmware. Due to the fact that many  FI 

frmwares require the use of the obsolete ConsoleControl protocol to switch between iraphics/console 
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modeo the iraphics/console mode workaround is now enabled by default.

• Fiued bui with details of empty RAM slots beini displayed when usini SMBIOS memory device 

informaton

• Added Intel Skylake  CC support

• Updated Jedec manufacturer ID list for displayini the vendor name from RAM SED. Fiued Jedec 

manufacturer ID lookup functon to support > 7 contnuaton codes.

• Fiued AMD Hudson-2/Hudson-3 SMBus support to include various hardware revisions

• Various system info related updates/fues XSEDo CEUB

Chanies in v6.1.0 XJune/2015B

New Features

• New confi fle parameter R EORTNUM RRS for specifyini the mauimum number of errors to include 

in the report

•  aniuaie support for Spanish

• RAM details obtained from SMBIOS are now displayed if SED informaton cannot be accessed

Fiues/ nhancements

• Added  CC detecton support for Intel Atom C2000 SoC chipset

• Added  CC injecton support for Intel Atom C2000 SoC chipset

• Added  CC injecton support for Intel )eon  3 XSandy Bridie/Ivy BridieB chipset XuntestedB

• Added SMBus XSEDB support for Intel 5100 chipset

• Added SMBus XSEDB support for Intel  ildcat Eoint chipset

• Added SMBus XSEDB support for Intel Sunrise Eoint chipset

• Improved speed of retrievini SED data

• Fiued potental issue with retrievini DDR4 SED due to the bank address not beini restored back to its 

oriiinal value

• Fiued decodini of  CC support in DDR2 SED

• Added support for more precise tminis supported by DDR3 rev 1.1 and later

• Fiued bui with retrievini SED details for a larie number of RAM modules Xie. > 16B

• Fiued the proiress indicator for Test 13 XRow hammer testB to be more linear
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• Reduced the test tme for Test 13 XRow hammer testB

• Fiued the displayed error details when  CC errors are detected

• Fiued freeze while initalizini the screen for some frmwares due to an unsupported driver protocol

• Added workaround for incorrect teut lenith/heiiht returned by the U FI frmware

• Added checks for the number of cores euceedini the mauimum supported in MemTest86

• Synchronized cache enablini/disablini across all CEUs

• Miirated CEU cache info code from EerformanceTest/BurnIn Test. The displayed cache info should now 

be more consistent with what is displayed in BurnIn Test/Eerformance Test.

• Fiued  nablini/Disablini of features in the Sys Info screen to be less confusini

• Fiued CEU Selecton screen to truncate the list of available processors when more than 16 are available

• Various system info related updates/fues XCEUB

Chanies in v6.0.0 XFeb/2015B

New Features

• Support for DDR4 RAM Xand associated hardwareBo includini retrieval and reportni of DDR4-specifc 

SED details. This includes DDR4 RAM that support Intel )ME 2.0 DDR4 RAM tminis.

• New RAM benchmarkini feature allowini results to be iraphed and saved to disk. Erevious results can 

be iraphed on the same chart for comparison.

• New "Hammer Test" for detectni disturbance errors caused by charie leakaie when repeatedly 

accessini addresses in the same memory bank but diferent rows in a short period of tme.

•  aniuaie support for French/German/Japanese/Chinese. All teut are displayed in the selected 

laniuaieo includini ienerated reports.

Fiues/ nhancements

• Added Haswell-  XDDR4B  CC support

• Added )eon  5 v3  CC support

• Added Ivy Bridie Xnon-)eonB  CC support

• Added AMD Steppe  aile  CC support

• Added Intel Atom  3800 SoC  CC support

• Fiued  CC detecton for Ivy Bridie- )/Haswell- ) chipsets that have a 2nd memory controller

Copyright 2020 Passmark® Softare Page 65



• Fiued Intel5400  CC reiisters not beini reset afer startni test

• Fiued  CC errors immediately beini reported afer startni test XIvy Bridie- B

• Added support for  CC injecton for Intel )eon  3 v3 XuntestedB

• Fiued handlini of Intel ICH SMBUS built-in hardware semaphore to prevent SMBus device contenton

• Fiued possible crash when DDR3 module type value in the RAM SED info is invalid

• Fiued DDR4 SED clock speed roundini errors in the RAM SED info

• Fiued DDR3 SED Reiister manufacturer/type in the RAM SED info not appearini correctly

• CEU speed measurement is now more robust by takini multple samples

• Fiued Intel turbo clock speed calculaton

• Fiued detecton of Intel turbo support for )eon chipsets

• Increased mauimum # of supported CEUs to 72

• Increased mauimum # of supported RAM modules to 64

• Increased the number of supported memory controllers to 8

• New confi fle parameter ' CCINJ CT' for specifyini whether to enable/disable  CC injecton

• New confi fle parameter 'M MCACH ' for specifyini whether to enable/disable memory cachini

• New confi fle parameter 'EASS1FU  ' for specifyini whether the frst pass should run the full iteraton 

or reduced iteraton

• New confi fle parameter 'ADDR2CHBITS' to specify the address bits to )OR to determine the memory 

channel

• New confi fle parameter ' ANG' for specifyini laniuaie to use on startup

• Console resoluton is now forced to 80 u 25

• Graphics resoluton is now set to a minimum of 1024 u 768

• Updated ImaieUSB to v1.1.1015 which includes an opton to zero the USB drive

• Runnini memory tests in parallel mode is now more robust for U FI BIOS that euhibit inconsistent 

multprocessor behaviour

• Fiued detecton of the number of enabled processors for U FI BIOS that euhibit inconsistent 

multprocessor behaviour

• Fiued test status screen not beini displayed correctly for consoles with small/larie screen widths

• In the RAM SED menu screeno EGUE/EGDN can be used to naviiate between paies of RAM modules
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• For specifc cases where fles under  FI\BOOT cannot be accessed Xei. irub2Bo loi/report fles shall be 

writen to the root directory

• Durini MemTest86 boot-upo the system memory map is now writen to loi fle

• Various optmizatons of the size of the MemTest86 binary

• Forced a memory address limit of 32-bits when runnini under 32-bit U FI

• Memory ranies to be tested are now allocated at the beiinnini of each test Xdue to the possibility that 

the memory map chanies in the middle of testniB

• Reduced the number of loi messaies writen when waitni for other processors to fnish when runnini 

in parallel mode

•  hen allocatni memory for Bit Fade Testo leave 1MB of free memory available Xto prevent frmware 

drivers from runnini out of memoryB

• Fiued potental crash or other uneupected behaviour due to memory issues with random functons

• Reports are now saved usini UTF16 encodini to support Unicode characters

• Chanied memory allocaton behaviour by only pre-allocatni memory seiments >= 16MB to prevent 

memory starvaton

•  hen mappini memory layouto removed several limits reducini the memory space tested

• Fiued memory beini allocated afer memory layout has been mapped Xthus chaniini the memory 

layoutB

• Fiued memory leak when cleanini up afer test completon

• Fiued memory leak when decodini ENG fles

• Fiued proiress bar not displayini 0% on completon of a pass

• Updated to new U FI SDK libraries XUDK2014B

• Fiued memtest86v4 incorrectly bootni to serial mode by default

• Various system info related updates/fues XSEDo CEUB

 nhancements in v5.1.0 XMay/2014B

• Fiued  CC error detecton for Ivy Bridie-  chipsets

• Fiued roundini of memory SED tminis

• On 32-bit systemso systems with upper address limit > 32-bits freezini durini testni is now fued
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•  ockini memory for testni is now more robust

• Added SED support for VT8237So Intel )79o Intel NM10 Chipsets

• Fiued incorrect decodini of # of banks in DDR2 FB SED causini the memory stck size to be reported 

incorrectly

• Increased the number of supported memory modules from 16 to 32

• Increased the mauimum number of SMBus controllers to 8

• DDR3 revision 1.3 SED decodini now supported

• Fiued SMBUS C K issues when retrievini SED details for Intel chipsets

• CEU spec updateso AMD Kaveri + Intel Haswell refresh

• )eon XIvy Bridie and laterB non-Turbo CEU speeds now recorded.

• Minor temperature reportni chanies for AMD Family 15ho Models 0h-0Fh and 30h-3Fh Xe.i. A10-

7850KB

• Fiued "Eass" proiress bar so that it shows 100% on completon of one pass

• A notfcaton teut is now displayed when  CC errors are injected

• Improved notfcaion teut displayed when  CC errors are detected

• Updated MemTest86 BIOS version to 4.3.7

New features in v5.0.0 XDec/2013B

• Completely re-writen to work under U FI.

• Natve 64-bit support

• No lonier requires the use of the EA  workaround to access more than 4GB of memory. XEA  = Ehysical 

Address  utensionB

• Mouse supporto where supported by the underlyini U FI system. On older systems a keyboard is stll 

required.

• Improved USB keyboard support. The keyboard now works on systems that fail to emulate IO Eort 

64/60 correctly. So Mac USB keyboards are now supported.

• Improved mult-threadini supporto where supported by the underlyini U FI system.

• Dual boot with Memtest version 4 for supportni older systems without U FI. So with a sinile USB or 

CD drive both U FI systems and BIOS systems can be supported.
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• Reportni of detailed RAM SED informaton. Timiniso clock speedso vendor names and much more.

• Support to writni to the USB drive that Memtest is runnini from for loiiini and report ieneraton. In 

all prior MemTest releases there was no disk support.

• Use of GET. XGUID Eartton TableB

•  CC RAM support Xlimited hardware supporto onioini developmentB

◦ Detecton of  CC support in both the RAM and memory controller

◦ Eollini for  CC errors

◦ Injecton of  CC errors for test purposes. Xlimited hardware onlyB

• Opton to disable CEU cachini for all tests

• Support for readini parameters from a confiuraton fle to allow setnis to be pre-defned without the 

need for keyboard input. This can help with automaton.

• Support for Secure Boot

• Speed improvements of between 10% and 30%+.  specially for testso #5o #8 & #9. This is the result 

more movini to natve 64bit codeo removini the EA  paiini hacko switchini compilers and usini faster 

random number ieneraton aliorithms.

• Additon of 2 new memory tests to take advantaie of 64bit data and SIMD instructons.
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 nhancements in v4.3.7 XMay/2014B

• Fiued freeze Xpartcularly for older machinesB caused by incorrect handlini of RSDE revision 0 in the 

multprocessor detecton code.

• Added menu opton for enablini serial console mode.

 nhancements in v4.3.6 XNov/2013B

• Fiued crash Xpartcularly for AMD machinesB that is seeminily resolved by addini CEU synchronicaton 

barriers before and afer performini the memory speed test

• Fiued an error in setni the barrier structure's base addresso preventni a possible crash or freeze of 

the system.

• Added a check to perform a spin lock only when more than 1 CEUs are detected

 nhancements in v4.3.5 XOct/2013B

• Fiued potental error due to barrier structure located at fued memory locaton

• Fiued block move test freeze on hiiher memory addresses

 nhancements in v4.3.4 XOct/2013B

• Fiued incorrect proiress calculaton for test 0

• Fiued incorrect memory size due to bui with memory map when the e820 entry size member is 0

• Fiued incorrect number of CEU's found due to duplicate entries in the MADT

• Chanied the method used to search for processors to searchini the AEIC MADT frsto then search the 

ME spec table Xas opposed to vice versaB. The ME spec table has lariely been deprecated.

 nhancements in v4.3.3 XSept/2013B

• Fiued incorrect proiress calculaton for test 4

• Fiued potental false positves in parallel mode caused by overlapped/unaliined memory chunk 

allocatons per CEU

• Fiued proiram freeze when selectni test 0 or 1 when runnini in non-parallel mode
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 nhancements in v4.3.2 XAui/2013B

• Memory bandwidth is now measured for one CEU Xas opposed to beini a total for all CEUs & CoresB. 

This will lower the reported bandwidth for mult-core machines. But we think it makes more sense this 

way.

• Fiued crash when atemptni to boot on older sinile core machines with hyperthreadini. Only efects 

old machineso from around the early Eentum 4 erao that didn't have a ME XMult-ErocessorB Spec table 

defned but did have both a MADT XMultple AEIC Descripton TableB defned and hyperthreadini 

enabled.

• Restored the "Start only one CEU" boot opton. This opton should not be required in normal useo but 

miiht be useful for debuiiini purposes.

• Updates to the included help fle

 nhancements in v4.3.1 XAui/2013B

• Fiued bui with Test 6 XBlock Move TestB not testni the end of a memory seiment correctly

• Removed unnecessary boot optons in menu

 nhancements in v4.3 XJul/2013B

• Chanied default CEU selecton mode to round robin. Runnini all CEUs at once has been shown to cause 

false positves on a number of systems.

• Fiued a bui that could cause the proiram to io into a tiht loop that could not be escaped when setni 

certain memory ranies to test.

• Fiued a bui displayini the memory locaton of individual errors. The values afer the decimal point in 

the MB readout were incorrect.

• Fiued a bui in confiurini upper and lower memory limitso previously lower limits equal or irater than 

2ib would not worko as well as some other more obsucre confiuratons.

• Added a misc opton to display the systems memory map.

• Fiued a bui that would cause the number of passes to not correctly reset afer chaniini the selected 

tests.

• Added missini source code to some of the download packaies.

• Fiued a bui in test 8 causini a sinile error to cascade into multple errors.

• Fiued a bui causini the averaie error bits to be incorrect once the errors had maued out at 65k
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• Fiueda bui preventni test 10 to be selected as a sinile test to run.

• Fiued bui displayini individual test error counts.

• Fiued bui makini overall errors 10u what they should be.

 nhancements in v4.2 XMar/2013B

• Fiued issues with USB keyboards. The USB keyboard functonality is memory mapped into a porton of 

low memory on some Xmaybe manyB machineso typini on a USB keyboard chanies some values in RAM 

as the key presses are stored in memory as you type. This can cause the keyboard to become 

unresponsive durini testni or input from the keyboard to ienerate errors in the tests.

• Fiued crash when confiurini memory ranies. Chaniini the meory ranie durini the frst testo or 

chaniini the memory ranie multple tmes durini later tests could cause the current test number to 

become neiatveo triiierini a crash.

• Fiued hiihest error address not reportni correctly on error.

• Fiued error counters overfowini and resetni to 0 afer too many errors.

• Fiued mau contiuous error reportni.

• Cleaned up some UI teut.

• The  indows USB packaie now includes ImaieUSB to make creatni Memtest86 USB drives easier.

 nhancements in v4.1 XJan/2013B

• Added a new boot trace opton that sinile steps throuih the testni process and displays messaies and 

data that is valuable in diainosini problems with test euecuton. A larie number of trace points have 

been added in key portons of the code Xin partcular SME startup routnesB to provide visibility of 

obscure failures. This feature will allow non-technical users to provide troubleshootni data for beter 

test stability.

• Added a new One Eass feature. This feature runs the complete test once and then euitso but only if 

there were no errors. This provides a convenient method for unatended testni. One Eass may be 

enabled via a boot opton or via an on-line command.

• Imaies for CDo USB key and Floppy disks now use Syslinuu for bootni and include a variety of standard 

optons and two previous versions of Memtest86. The new boot tme optons may be specifed at the 

boot prompt.

• A feature has been added to allow customizaton of the list of tests to be run. The test list may be 

specifed via a boot opton or via an on-line command.

Copyright 2020 Passmark® Softare Page 72



• A feature has been added to restrict specifc CEUs that are to be used for testni. The mauimum 

number of CEUs may be specifed or a 32 bit CEU mask may be specifed. These are enabled with boot 

optons.

• A number of problem with use of on-line commands when testni with more than one CEU have been 

fued.

• A selecton of boot tme parameters are were added. These optons enable boot tracinio the One Eass 

featureo limit the mauimum number of CEUs to useo specify a CEU mask to select CEUs to be used and 

setup serial console parameters.

• Improved and eutended CEU identfcaton routnes. Newer CEUID based method is now used to 

determine cache sizes for Intel CEUs for beter accuracy and supportability.

• Routnes for calculatni cache and memory speeds have been reworked for beter accuracy. An 

overfow problem has been fued that resulted in no memory speed beini reported for CEUs with larie 

 3 caches.

• Fiued some errors in the crash reportni routnes.

• Misc minor fues and code cleanup.

 nhancements in v4.0 X28/Mar/2011B

• Full support for testni with multple CEUs. All tests eucept for #11 XBit FadeB have been multthreaded. 

A mauimum of 16 CEUs will be used for testni.

• CEU detecton has been completely re-writen to use the brand ID strini rather than the cumbersomeo 

diicult to maintain and ofen out of date CEUID family informaton. All new processors will now be 

correctly identfed without requirini code support.

• All code related to controller identfcatono ECI and DMI has been removed.

• This may be a controversial decision and was not made liihtly. The followini are justfcatons for the 

decision:l

1. Controller identfcaton has nothini to do with actual testni ofmemoryo the core purpose of 

Memtest86.

2. This code needed to be updated with every new chipset.  ith the ever irowini number of 

chipsets it is not possible to keep up with the chanies. The result is that new chipsets were 

more ofen than not reported in-correctly. In the authors opinion incorrect informaton is worse 

than no informaton.

3. Erobini for chipset informaton carries the risk of makini the proiram crash.
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4. The amount of code involved with controller identfcaton was quite larieo makini support 

more diicult.

• Removini this code also had the unfortunate efect of removini reportni of correctable  CC errors. 

The code to support  CC was hopelessly intertwined the controller identfcaton code. A fresho 

streamlined implementaton of  CC reportni is planned for a future release.

• A surprisini number of conditons euisted that potentally cause problems when testni more than 4 GB 

of memory. Most if not all of these conditons have been identfed and corrected.

• A number of cases were corrected where not all of memory was beini tested.

• For most tests the last word of each test block was not tested. In additon an error in the paiini code 

was fued that omited from testni the last 256 bytes of each block above 2 GB.

• The informaton display has been simplifed and a number of details that were not relevant to testni 

were removed.

• Memory speed reportni has been parallelized for more accurate reportni for mult channel memory 

controllers.

• This is a major re-write of the Memtest86 with a larie number of minor buifues and substantal 

cleanup and re-orianizaton of the code.
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 nhancements in v3.5 X3/Jan/2008B

•  imited support for euecuton with multple CEUs. CEUs are selected round-robin or sequental for each 

test.

• Support for additonal chipsets. Xfrom Memtest86+ v2.11B.

• Additons and correctons for CEU detecton includini reportni of  3 cache.

• Reworked informaton display for beter readability and new informaton.

• Abbreviated iteratons for frst pass.

•  nhancements to memory sizini.

• Misc fues and code cleanup

 nhancements in v3.4 X8/Sep/2007B

• A new error summary display with error confdence analysis

• Display of memory module informaton Xfrom Memtest86+ v1.70B

• Relocated testni reworked to overlap main testni for beter error detecton

• Support for additonal chipsets. Xfrom Memtest86+ v1.70B

• Additons and correctons for CEU identfcaton

• Misc bui fues and code cleanup

 nhancements in v3.3 X12/Jan/2007B

• Added support for additonal chipsets. Xfrom Memtest86+ v1.60B

• Chanied Modulo 20 test X#8B to use a more efectve random patern rather than simple ones and 

zeros.

• Fiued a bui that prevented testni of low memory.

• Added an advanced menu opton to display SED info Xonly for selected chipsetsB.

• Updated CEU detecton for new CEUs and corrected some buis.

• Reworked online command teut for beter clarity.

• Added a fu to correct a Badram patern bui.
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