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Prerequisites

Web server:
Windows 2000 or higher with Internet Information services installed.
The dotnet framework 2.0 installed (latest service pack).

Server where the Lansweeper service is installed:
Windows 2003 or higher. (Or optionally windows XP or vista)
The dotnet framework 2.0 installed.

Database server:
Windows 2000 or higher
SQL server 2000 SP4 or higher (or the free SQL express)

If you want to use SQL express 2005 or 2008 as a free database you can download it from:
http://www.microsoft.com/sql/editions/express/default.mspx

Also make sure to download SQL Server Management Studio Express if you are using SQL express.

Clients:
Windows 2000, windows XP, windows Vista, Windows 2000, 2003, 2008 server
(Windows 9x clients are not supported)

Active directory is required.

Lansweeper in a workgroup is not supported.

In this example the web console, database and service are installed on the same machine.
Server name: myserver

Domain: lansweeper.local
NetBIOS domain: lansweeper
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Configuring the database server (sql server express 2005)

SQL server 2000 doesn’t need any extra configuration

Open the “SQL server configuration Manager”

Br SOL Server Configuration Manager

File @ction Wiew Help

=101 x|

& = B EREH R @

I ! a0L Natwe Cllent Cu:unflguratlcun

Protocal Mame | Skatus |
%~ shared Memary Enabled
T Mamed Pipes Enabled
- TCRIP Enabled
WovIA Disabled

Enable “"Named Pipes” and “TCP/IP”

TCP/IP Propetties i |
Protocol  IP Addresses
B 1p1
Ackive Yes
Enabled Yes
IP Address 192.1658.1.101
TCP Dyvnamic Ports 0
TP Pork
= 1pz
Active Yes
Enabled Yes ;l
IP Address 127.0.0.1
TP Dynarnic Paorks 0
TP Pork
= 1pall
TCP Dyvnamic Ports 1935
TCP Pork
Enabled
Enable or disable the IP address
(] 4 I Zancel Apply Help
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Set the SQL server Browser to automatic and start it (if not already started)

Restart the sql service.

Br SOL Server Configuration Manager o ] 4

File @ction Wiew Help
-= | 2HE 2

@ S0L Server Configuration Manager (Local) Mame

SCL Server 2005 Services S0 Server (SOLEXPRESS)
d S0l Server 2005 Metwork Configuration An50L Server Browser

72 50l Native Client Configuration

4/48



Lansweeper

metweork inventory

www.lansweeper.com

Installing Lansweeper

]i.:.zl Setup - Lansweeper ;Iglﬂ

LQI'ISLUGGPBI’ Welcome to the Lansweeper
network inventory  Setup Wizard
This will install Lansweeper 3.5.2 on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel
Click next to continue
fis! Setup - Lansweeper o ]
o
Select Components - |
Which components should be installed? |
- X .

Please select the components you want to install on this machine; Clear the components
you do not want to install.

¥ ilLansweeper Database!

¥ Lansweeper Service
[¥ Lansweeper Website

When you are ready to continue with setup, click Meat.

Lansweeper 352 Setup
« Back Mext = Cancel

You can choose to install Database, Service and Website on different servers if you want; in this example we are

going to install everything on one server.
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Installing the database

]i,,:.El Setup - Lansweeper

Lansweeper Database Configuration
What are configuration details for Lansweeper database

=101 x|

o
&
.. -

SaAL Server 2000 or higher (2005 recommended) is required to install the database!
Please choose an SGLServertnstanceMame to be used with this installation.

Type the server name, or choose it from the dropdown list:

Choose a
Authentication: I‘.".n'inl:h:nws Authentication j
User Name: I Confirm Password:
Passwaord: I I

[~ Idont have any SQL Server available. Download and install SGL 2005 Express

When you are ready to continue with setup, click Meat.

Lansweeper 352 Setup

< Back Mext =

Cancel

Choose your SQL server and authentication method:
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Configuring the lansweeper service

]i.:.zl Setup - Lansweeper

Lansweeper Service Configuration

What are corfiguration details for Lansweeper windows service?

=101 x|

Lansweeper service needs an administrative Windows account in order to run.

|ser Name: ILF-.N SVWEEPER administrator

Pas=ward: I--------

Corfirm Passwond: I-"--"-

When you are ready to continue with setup, click Mext.

Cancel

The user running the service should have administrative privileges on all clients being scanned by

lansweeper.

This is typically a domain administrator account.
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Configuring the website

]i,,:.El Setup - Lansweeper

Lansweeper Website Configuration
What are configuration details for Langweeper website?

=101 x|

Please specify how you would like the website to be installed.
{ Install Lansweeper website as default website
{* Install Lansweeper website in following virtual directony:

Virtual Directony: Ilansweeperl

When you are ready to continue with setup, click Meat.

Lansweeper 352 Setup

< Back Mext =

Cancel

Choose a name for the Virtual Directory (recommended) or install lansweeper as the default website.
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Accepting the license agreement

]i,,:.El Setup - Lansweeper

License Agreement

Pleasze read the following important infarmation before continuing.

=101 x|

o
&
.. -

Please read the following License Agreement. ou must accept the terms of this
agreement before continuing with the installation.

Lansweeper License Agreement

This is the license agreement for Lansweeper (" Software").

BY INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE, YOU
AGREE TO BE BOUMND BY ALL OF THE TERMS AND CONDITIONS OF THE
LICEMSE AGREEMENT.

This Software is owned by Hemoco bvba and is protected by copyright law and
|intemational copyright treaty. Therefore, you must treat this Software like any other
copyrighted material (e.g., a book), except that you may either make one copy of
the Software solely for backup or archival purposes ortransfer the Software to a

= | do not accept the agreement

i

=l

Lansweeper 352 Setup

< Back Mext = Cancel
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Choose a folder for the installation

]i.:.zl Setup - Lansweeper

Select Destination Location
Where should Lansweeper be installed?

=101 x|

r v

;.'J Setup will install Lansweeper inta the following folder.

To continue, click Mest. f you would like to select a different folder, click Browse.

At least 7.3 MB of free disk space is required.

Browse... |

< Back Meaxt =

Cancel

Everything should be installed now.
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Checking if the service is running

Surf to your server where the Lansweeper service is running (not the website) http://servername:9524

“?) Mozilla Firefox

=101 x|

File Edit View History Bookmarks Tools Help

6' I~ € X & Egl |htu:|:ff12?.|:|.l:l.1:9524,f 7. <|>|

s

J http://127.0.0.1:9524/ [ =]

B

Congratulations, your lansweeper service is running
Freeware version - Active scanning disabled

Total computers processed: 1

In queue 0 In process 0 Threads running 0

Y

Done

a1

If there are any errors, the errorlog.txt is in your service folder:

& C:\Program Files\lansweeper\Service

=101 x|

File Edit View Favorites Tools Help

p Search “.--- Folders

& ¥ X 9|

J
Jeﬁad"O' B
J

Address I[E] C:'\Program FilesYansweeperiService

EIEE

| Name = | size | Type | Date Modified |
E] Errorlog. tt 1KE TextDocument 11/05/2009 10:00
Helperfunctions. dll 57 KB Application Extension  11/02/2009 14:18
WLansweeperservice.exe 117KE  Application 29/04/2009 17:05
@ Lansweeperservice.exe.config 1KB Borland Developer ... 11/05/2009 10:00
4 objects [173KB | ¢ My Computer w

If for some reason you cannot connect to your sql server:

Sqlcmd: Error: Microsoft SQL Native Client: An error has occurred while establishing a connection to the server. When
connecting to SQL Server 2005, this failure may be caused by the fact that under the default settings SQL Server does not

allow remote connections.

See this knowledgebase article: http://support.microsoft.com/kb/914277/en-us
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What is Lsclient.exe

Although the name would suggest otherwise Isclient is no real client or agent.

Basically it just sends a message to the server “hello, I'm here, scan me on this IP Address” and stops working.
The service queue’s this request and starts scanning the client when ready.
All the scanning is done by the lansweeper service.

Lansweeper Premium doesn’t require Isclient and uses active directory to scan your computers.

Lsclient.exe is copied to your installation folder

& C:\Program Files\lansweeper\Client = | Dlﬂ
J File Edit Wew Favorites Tools Help | 1','

b .~ et B
J GBad< Wl 7 ljr |/.jSeard1 W Folders | =3 | ¥ x n | Ev
J Address I@ C:'\Program FilesansweeperiClient j Go
Name = | Size | Type | Date Modified |

L™ | Sdient.exe 294KB Application 24/06/2009 14:16

|Descri|:|ﬁon: Lansweeper lsclient Company: Lansweeper - Heme |293KB | :) My Computer A

Usage: Lsclient.exe “name of server where the service is installed”

x
i Lansweeper dient 3.5.2
\‘) http: ffwww . Lansweeper.com
Examples:

|sclient “servername”
Default port = 9524

lsdient "servername™ "port™
lsdient "servername” fshowresult

use the jshowresult switch for testing purposes,
you will get @ message back “Succeeded” or "Failed”

As a test we try from the command prompt:

“C:\Program Files\lansweeper\Client\Isclient.exe” myserver
or

“C:\Program Files\lansweeper\Client\Isclient.exe” myserver /showresult
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Using Isclient in a standard login script
In this example the startup script is called “startup.cmd”

Administrator Properties 2 x|

ember Of | Dial-in | Enviranment | Sessions
Remate cantrol | Terminal Services Prafile I COM+
General I Address I Account  Profile I Telephones | Organization

r— Uszer profile

Frafile path: I

Logon zcript: Istartup.cmd

— Home folder

&+ |ocal path: I
" Connect: I j T I

Ok, I Cancel | Apply

Contents of the startup.cmd

%logonserver%\netlogon\Isclient.exe myserver

_ioix]

File Edit Formak Wiew Help

%logonserver®wnet TogonsIsclient. exe myserver ]

Now copy the Isclient.exe to your netlogon folder.

&% " myservernetlogon

=10l x|

File Edit ‘Wew Favorites Tools Help

(JBack = | - T | - Search [ Folders | & @ X 6 | (]~

Address | Vimyserverinetlogon

jGD

= myserver
L metlogon
L syavol

2 Printers and Faxes
A Cebmded Togles T
4 [ ol ||l |

4
d startup.cmd
[

Folders Mame =~ | Sizel Type
= {fj Lansweeper | | ERDATERLEING, LKE  Windows Command
[FlLsclient. exe 195 KB  Application

2 ohjects 195 KB

|‘:J Local intranet

2
/4
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Deploying Isclient by using a GPO
More technical info on: http://support.microsoft.com/kb/322241/en-us

Make sure that you use a logon script instead of a startup script because this is running in the context
of the user.

Bl

Scripts |

Logon Scripts for Default Domain Policy

Mame Farameters

Edt..

Bemowve

Ik

To view the zcrpt files stored in thiz Group Policy Object, press
the button below,

Shiaw Files...

k. Cancel Apply

A sample vbs script that runs the Isclient hidden could look like this:

Set WshShell = CreateObject("WScript.Shell")
WshShell.run "%Ilogonserver%y\netlogon\lIsclient.exe myserver",0
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Troubleshooting connection problems.

You can connect from the server to one of the clients to check if the WMI settings and access permissions are ok.

x|| The test checks if WMI access and registry access using WMI is
e _ possible.
Lan >pe

network " inventory If you find error errors please visit our knowledgebase

Use the FQDN name: computer.domain.ocal

Computer: testmachine lansweeper.local Errors are almost always caused by these problems:

B s e M e Windows firewall or other firewall blocking access.
Remote WMI test = e WMI and Dcom is not enabled on the client.
Found: Microsoft Windows XP Professional Service Pack 3 (in a default windows installation this is enabled)
Yrootlcimv2 Remote WML access test OK e Access denied: the server user does not have
Remote Registry test using WM administrative permissions on the client.

Found: Mi ft Windows XP Service Pack 3 . .
oA Came T e i If you have checked our knowledgebase and didn’t find an

answer, please visit our support forum
http://www.lansweeper.com/forum

[~

Please visit our knowledgebase to solve WMI based errors.
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Adding user pictures to the web interface

If you want to add pictures for your users you can add them in the pictures folder of your web server:

Folder = NetBIOS name of your domain (change this to reflect the name of your domains)
Picture = username.jpg (SamAccountname)

& C:\Program Files\lansweeper\website\userpictures\netbios name of your d - | |5|

J File Edit View Favorites Tools Help ﬂ'
e iy

J @ Back - \} - LE p Search “.--- Folders | =" j x n | v

J Address I@ C:\Program Files\answeeper website\userpictures\netbios name of your domain j Go

Name * | Size | Type | Date Modified | Date Picture T

@ username.jpg OKE IPEG Image 27032007 13:17

4| | i
4

|1 objects |U bytes | j My Computer
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Configuring Internet explorer to allow custom actions

Make sure that the activeX controls are enabled.

You can add your website to the trusted sites for security reasons.

Go into Security Settings - Local Intranet Zone (or trusted sites).

Change the following setting to "Prompt" or "Enable"
[Initialize and script ActiveX control not marked as safe.]

Internet Options

21

General Security |Privaq-'| Contentl Connections I Programsl Advanced I
|

Select a zone to view or change security setti

@ Y J

Internet Local infranet  Trusted sites

Local intranet

This zone is for all websites that are
found on your intranet,

Security level for this zone
Allowed levels for this zone: All

_ - Medium-low

- Appropriate for websites on y
(intranet)

- - - Most content will be run withe
B 3 -Unsigned ActiveX controls will
_I_I - 5ame as Medium level withou

Custom leve

Reset :

Settings

Security Settings - Local Intranet Zone

{® Enable ;I
O Prompt
|¢| Download unsigned ActiveX controls

{ Disable

) Enable J
{ Prompt
\@| Initialize and script ActiveX controls not marked as safe for st

S

|| Run ActiveX controls and plug-ins
O Administrator approved
O Disable
{® Enable
O Prompt

I il Srrint ArtiveY rontrale marked cafe 'ﬁi|r errintinn* _Iﬂ
4 »

*Takes effect after you restart Internet Explarer

—Reset custom settings

Resettor | Medium-Jow (default) =l Reset... |

OK |

OK I Cancel
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Configuring Firefox to allow custom actions

First download the plugin from http://www.lansweeper.com/firefoxplugin.zip

The zip file contains 2 files:

MName = | Size | Type
L’{l]énplansweepershellexec.u:III 120KB  Application Extension
nsIScriptablePluginshellExec, xpt 1KB XFTFile

nsIScriptablePluginShellExec.xpt should be placed in your Firefox Components folder

J Address Ilﬂ C:'Program Files\Mozilla Firefox\components

Mame | Size | Type
nsIScriptablePluginshelExec. xpt 1KB XFT File

nplansweepershellexec.dll should be placed in your Firefox Plugins folder

J Address Il.j C:'\Program Files\Mozilla Firefox\plugins

Mame | Size | Type
L{ﬂ nplansweepershellexec. dll 120KE Application Extension

Afterwards restart Firefox if it was running.

You can disable/enable the plugin afterwards from the firefox menu/tools/add-ons.

it

= &k 0O R

Get Add-ons  Extensions  Themes = Plugins

LanSweeper Shellexec plugin

nplansweepershellexec
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Logging on to the Configuration Console.

Lansweeper

35213 network” inventory

Server: IITI'!.I'SEFVEF

Database; |Iansweeperd|:|

[ Use integrated authentication

Username: ||E|I'IS'.|"\.'EE|:IEFLISEF

Password: I

L Login ” Cancel

Server: your SQL-Server
Database: lansweeperdb

You can use integrated authentication or if you want to use sql authentication:

Logon: lansweeperuser
Default password: mysecretpasswordQ*

You can change the default password of the SQL user later if you want.
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Permanently deleting computers using the GUI console

‘® LanSweeper Console o ] |
35032 network” inventory

(] Computers | Reports Licenses Configuration | . Scan options I_EN_I Database scripts | /Ly Premium version

[ Permanently delete selected computers ]

[[=] | Computer Description 05 Processor Memory | Last seen Domain -

[1m] | application-1-5VR LAN-0718-Lansweeper d... |Microsoft Windows 2000 Advanced ... |8 * 2990 Mhz  |7235KE |29/10/2007 13:04:07 Lansweeper

(/=] [application-5-SVR ITEM-0716-Lansweeper ... |Microsoft Windows 2000 Advanced ... |8 * 3657 Mhz  |7689 KB |29/10/2007 13:04:07 Lansweeper

[/=] [application-55-SVR. [DESC-0715-4answeeper ... [Microsoft Windows 2000 Advanced ... |8 ®1991Mhz (7679 KB |259/10/2007 13:04:07 Lansweeper

[[m] |application-56-5VR.  |TTEM-0732-Lansweeper ... |Microsoft{R) Windows(R) Server 200.,, |16 * 2534 Mhz |16379 KB |29/10/2007 13:04:07 Lansweeper

[[m] |application-99-5VR. |WORK-0074-Lansweeper... |Micrasoft Windows XP Professional 1*1495Mhz 1013 KB |31/10/2007 8:09:02 UKCentral

[=] (APPSERVER LAM-0742-Lansweeper d... |Microsoft Windows 2000 Advanced ... [4® 1492Mhz (3583 KB [29/10/2007 13:04:.07 Lansweeper

[ |basia DESC-0747-Lansweeper ... |Microsoft Windows 2000 Advanced ... |8 * 1494 Mhz  |7679 KB |29/10/2007 13:0407 Lansvweeper

[[m] PORT-0733Lansweeper ... |Microsoft{R) Windows(R) Server 200... z |16379KE [25/10/2007 13:04:07 Lansweeper

CONMECTOR.
DATABASE-svr-12
DATABASE-svr-13
DATASERY
DC-GC-SVR
demo45
DEVELOPOO1
DEVELOPOOZ
DEVELOPOO3
[/=] [DEVELOPOD4

Cun o Snonr

KDL

PC-0721-ansy
DESC-0731-1Lansweeper ...
DESK-0727-Lansweeper ...
ITEM-0916-Lansweeper ...
ITEM-0724-Lansweeper ...
DESK-0943-Lansweeper ...
WORK-0738-Lansweeper...
LAM-0242-Lansweeper d...
LAN-0236-Lansweeper d...
LAN-0974-Lansweeper d...
WIKI-06156-Lansweeper ...

LAITIAT M | s m e

eeper demo

Microsoft{R) Windows(R) Sel
Microsoft Windows 2000 Server

16 * 2594 Mh

1 * 400 Mhz
Microsoft{R) Windows(R) Server 200... |16 * 2554 Mh
Microsoft{R) Windows(R) Server 200... |1 * 3657 Mhz
Microsoft Windows 2000 Advanced ... |8 * 2930 Mhz
Microsoft Windows 2000 Server 2 * 2792 Mhz

Microsoft Windows 2000 Advanced ...
Microsoft Windows XP Professional
Micrasoft Windows XP Professional
Microsoft Windows XP Professional

Microsoft Windows P Professional

i s

8 * 3657 Mhz

1 * 1694 Mhz
1 * 1694 Mhz
1 * 1694 Mhz
1= 2793 Mhz

4% 4mnA Bl

29/10/2007 13:04:07

191 KB 28/10/2007 13:04:07
z |B187KE |[29/10/2007 13:04:07
J11KB 30/10/2007 11:04:10
7935KB  |29/10/2007 13:04:07
511KB 30/10/2007 15:04:11

29/10/2007 13:04:07
30/10/2007 14:33:18
23/10/2007 7:35:12
31/10/2007 8:17:23
29/10/2007 8:34:04

A A T Aemd A

Lansweeper

Lansweeper
Runscanner
Lansweeper
RedEagle 1

Lansweeper
HODOMAIN
HQDOMAIN
HODOMAIN
HQDOMAIN

| IR A A TR

Select all the computers in the grid (ctrl & shift) for multiple selections.

Click the “permanently delete selected computers” button.
This will delete the computer details and all related information from your database.
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Administering report settings

‘® LanSweeper Console

Lan

35032 network” inventory

=101 x|

IC] Computers L | Reports Licenses Configuration | . Scan options |_='h_| Database scripts | /1y Premium version

88 Al available reports | 89 Digital dashbnard| 88 software | 8 Hardware | 88 server | 8 General

Report

Click here to add a new row

Sort order

Visible shared folders
Invisibles shared folders

Local shared printers

All installed software
Symantec Antivirus installed
System configuration overview

Possible unauthorized software
WML 3

ccess denied
: s

Mot Latest BW version

Unauthorized Administrators

Mever scanned 05

Mot the hardware minimum reguirements
Computer description empty

Mo MTFS filesystem

Mot latest Service Pack Vista

Mot latest Service Pack Win2000

Mot latest Service Pack Win2003

Mot latest Service Pack XP

=

1000
1000
1000
1000
1000

Priarity

[ T T S T P T PG N T S Ty N T A T N T N TR A O N O

Color

4]

KR EEEEEEEEEEEEEEEEE

Show %%

%]

O0O0ONEEEOOOONEEOREE

HA A r M+ -

With the dropdown box you can select from all the available reports in the database.

Sort order = the lower the number, the higher the report will be displayed in the interface

Priority 1 : High priority
Priority 2 : Important
Priority 3 : Informational

Color = show in red in the report contains items

Show % = shows the percentage of computers contained in this report

If you want to create new reports: the premium version includes a report builder.
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Configuring software license usage

‘® LanSweeper Con sole

Lansweeper

3.5.032 network” inventory

=101

I]El Computers | a8 Reports Licenses Conﬁgurationl 5‘ Scan options | I§J Database scripts | A&y Premium version

Software licenses Cperating system licenses

Software found in your network:

| ¥.H £ Db A ..
DR

|Soﬂware |\.|'ersion |Toia|

| |Microsoft .NET Framework 2.0 2.0 330
| _|SAP Front End 6.40 842
| |Microsoft Visual J# 2.0 Redistributable Package 2.0 332
| |Microsoft Visual J# \MNET Redistributable Package 1.1 1.1 816
| |Microsoft .NET Framework 1.1 797
| _|MSXML 4.0 5P2 (KB927978) 4,20 794
| |MSXML 4.0 5P2 (KB936181) 4.20 792
| |Microsoft Office XP Professional 10.0 751
| |Microsoft .MET Framework 1.1 Hotfix (KB928366) 877
;} MSXML 4.0 SP2 (KB925672) 4,20 857
| |MSXML 6.0 Parser (KB333579) &.10 653
| |HighMAT Extension to Microsoft Windows XP CD Writi... |1.1 641
| |Windows Media Format 11 runtime 637
| |Windows Media Player 11 636
| _|F-Secure Anti-Virus for Woerkstations - Virus & Spy Pro... 619
| |Microsoft Outlook 2002 10.0 618
| |Microsoft Compression Client Pack 1.0 for Windows XP |1 593
| |Microsoft User-Mode Driver Framework Feature Pack ... 586
| |Intel(R) PRO Netwerk Adapters and Drivers 545
| |Windows XP Service Pack 2 2004. 399
| |F-Secure Management Agent 396
| |OMCI 7.1 392
| |Adcbe Acrobat 5.0 5.0 385

nnnnnnn e DOTESSN arial

[

Software for which you want to keep track of the licenses:

|Soﬂware |h'ersior1 | % Purc... | # Price
»:F-Secure Anti-Virus for Workstations - Virus & Spy Protection F50| 499,00 €
| |winZip 8.1 300 10,00 €
| |Microsoft Office ¥P Professional 10.0 800 300,00 €
| |Reflection for UNLX and Digital ©.00 50| 200,00€
| |Microsoft SQL Server 2000 8.0 10| 1.000,00€

Microsoft Exchange 2000 15| 1.000,00 €

EEEIDC T

On the left you see all the software found in your network.
If you want to track license usage of a software item, you can select it and add it to the list of tracked software.

# Purchased : amount of licenses that you bought for this product.

# Price : price for one license.
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Configuring operating system license usage

-mix
Lansweeper

3.5.032 network” inventory

I]El Computers | a8 Reports Licenses Conﬁgurationl 5‘ Scan options | I§J Database scripts | A&y Premium version

Software licenses Cperating system licenses |
Operating systems found in your network: Operating systems for which you want to keep track of the licenses:

|O|:|erah'r1g System |T013I |Dperah'ng System | # Purchased | # Price
} ‘Microsoft Windows XP Professional 341 | ¥ Microsoft Windows 2000 Professional 300| 499,00 €
| _|Microsoft Windows 2000 Professianal 39 | |Microsoft Windows XP Professionnel al 499,00 €
| |Microsoft Windows 2000 Server 30 | |Microsoft(R) Windows(R) Server 2003, Enterprise Edition 28| 499,00 €
| |Microsoft(R) Windows(R) Server 2003, Standard Edition 30 | |Microsoft(R) Windows(R) Server 2003, Standard Edition 300 499,00 €
| |Systém Microsoft Windows XP Professional 13 | |Microsoft Windows XP Professional 500| 499,00 €
| _|Microsoft Windows 2000 Advanced Server 14 | |Microsoft(R) Windows({R) XP Professional x64 Edition al 499,00 €
| |Microsoft(R) Windows(R) Server 2003 Enterprise x64 Edition 7 | |Microsoft(R) Windows(R) Server 2003 Enterprise x64 Edition 1| 499,00 €
| |Microsoft(R) Windows(R) Server 2003, Enterprise Edition 2 | |Microsoft Windows 2000 Advanced Server 4| 499,00 €
| |Microsoft(R) Windows(R) Server 2003 Standard Edition 1 Microsoft® Windows Vista™ Business ol 499,00€
| |Microsoft(R) Windows(R) Server 2003 Standard %54 Edition 1
| _|Microsoft Windows XP Professionnel 1
| |Microsoft(R) Windows(R) XP Professional x64 Edition 1
Microsoft® Windows Vista ™ Business 1

BRI EEEID R

On the left you see all the windows operating systems found in your network.
If you want to track license usage of an operating system, you can select it and add it to the list of tracked
Operating systems.

# Purchased : amount of licenses that you bought for this product.
# Price : price for one license.
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Implementing custom actions

Lansweeper

35032 network

inventory

=10l ]

= Computers i Reports Licenses Conﬁguraﬁon| £} Scan options |=-*|1:| Database scripts | /4 Premium version

Parameters

Scanned files Q Scanned registry keys 314 Allowed administrators \T’ Allowed software Q Allowed GUIDS | % Vendor suppart

Description
*

Trigger scan
Remote control
WNC
Remote desktop
Open CS
Open Adming
Computer management
Event viewer
Fing
Pathping
Traceroute
Take screenshot
Reboot
Shutdown

| Abort shutdown
Computer uptime
Delete old user profiles
Remote processes
Show open files
Who's logged on

Click here to add a new row

Istrigger.exe myserver {computer} {domain}
Isremote {computer}

VnCviewer.exe {computer}

mstsc jvi{computer}

explorer.exe Y\Wcomputer}ics
explorer.exe \\{computer}\adming

mmc compmgmt.msc “jcomputer;{computer}”

eventywr.exe {computer}

cmid.exe /K "ping.exe {computer}”
cmd.exe /K "pathping.exe {computer}”
cmd.exe /K “tracert.exe {computer}”
screengrab.exe {computer}

shutdown -+ -m \\{computer}

shutdown -s -m Y\{computer}

shutdown -a -m Y\{computer}

cmd.exe /K uptime.exe {computer} /s
delprof.exe fg /i fo:\\{computer} /d: 180
cmd.exe /K pslist.exe \\{computer}
cmd.exe /K pefile.exe \\{computer}
cmd.exe /K psloggedon.exe Y\{computer}

Icon

trigger.gif
action.gif
vnc.gif
rdp.gif
share.gif
share.gif
comp.gif
eventviewer.gif
net.gif

net.gif

net.gif
screenshot. gif
reboot.gif
shutdown. gif
abort.gif
action.gif
action.gif
action. gif
action. gif
action.gif

Sort... Enabled | Confirm...
0
10
101 O
102 O
200 O
201 O
300 O
301 O
1000 O
1001 O
1002 a
2000
10000
10001
10002 O
11000 O
11000
11000 O
11000 O
11000 O

R

Description: what appears in the web interface
Action: the command to execute

Variables: {computer}, {domain}, {username}, {userdomain}, {tag},{ipaddress} can be used
Icon: which icon to show in the interface.

Sort order: the lower the number, the higher the report will be displayed in the interface

Enabled: show this action in the interface

Confirmation: ask for confirmation before executing this action.

You can add your own icons to the “actions” folder in the web folder.

& C:\data\Lansweeper\website30\actions = Ellﬂ
J File Edit View Favorites Toole Help ‘ ",'
J eﬁadq - J - lj: /_jSeardﬂ |{ " Folders | = ¥ x n | -
JAeress I@ C:\data\Lansweeper'website30\actions j e
|
a & & g A
abort.gif action.gif cmd.png comp.gif eventviewer, gif goverlan.gif
& X ] @ @ = |
net.gif rdp.gif reboot.gif regedit.gif screenshot. gif share.gif
16 objects 34,9KB ‘ :‘ My Computer S
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Configuring extra scanned files

_loix]
Lansweeper

35032 network” inventory

[® Computers | 8 Reports Licenses Configuration | % Scan options | =) Database scr 4]

Parameters a Custom actions ﬁ Scanned registry keys 33!, Allowed ad EE

Filename Enabled
¥ Click here to add a new row

¥ 3uprogramfiles %o \F-Securelanti-Virus\fssm32, exe
Zoprogramfiles 3o \S AP FrontEnd\SAPgui\sapgui.exe
Soprogramfiles ¥ \S AP FrontEnd \SAPgui\SAPfront. dil
Boprogramfiles ¥ \SAP\FrontEnd \Bw\BExAnalyzer .exe
Zoprogramfiles3e\Common Files\Symantec SharedccApp.exe
Zoprogramfiles3t\Symantec Antivirus\DefWatch.exe
Boprogramfileste\Symantec Antivirus\WPC 32, exe
Sowindir ¥o\system32Yhal .dll
Zoprogramfiles 3o \SAPFrontEnd\SAPgui\apoarid. ocx
Soprogramfiles ¥ \Grisoft AVGE Plavgoc. exe

REEKOOREKEERE

[HA TP M+ =5

Filename : you can use 2 parameters : %programfiles% and %windir%
Enabled : scan for this file.

File size, company, version and other info is scanned for this file.

Results of these file scans can be used to create custom reports using the premium report builder.
Examples:

Who doesn’t have the latest version of Firefox installed?

Who doesn’t have the latest version of Antivirusscanner X?
Who misses the needed DLL for application X?
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Configuring extra scanned registry keys

—lojx
Lansweeper

35032 network” inventory

[ Computers | Reparts Licenses Configuration ¥ Sean options Iah_] Database scripts A Premium wersion
Parameters | ﬂ' Custom actions | Scanned files
| Rootkey |RegPath Regvalue Enabled
¥ Click here to add a new raw

»|HKEY_LOCAL_MACHINE  |SYSTEM\CantrolSetd0 1\Control\Class\{4D36E966-£325-11CE-BFC 1-08002BE 10318, . |InfSection
HKEY LOCAL_MACHIME = |SYSTEM\ControlSetd01\Control\Class\{4D36E966-E325-11CE-BFC 1-08002BE10318... |DriverDesc
HKEY_LOCAL_MACHINE = |SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management PagingFiles
|HKEY LOCAL MACHIME = |SYSTEM\CurrentControlSet\Services\Tepip\Parameters IPAutoconfigurati.. .
|HKEY LOCAL MACHIMNE | |SOFTWARE\Mozila\Mozilla Firefox CurrentVersion

[HH T+ =T

Rootkey: select the rootkey in the remote registry
Regpath: select the path to scan

Revalue: select the value to scan

Enabled: enable scanning of this item
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Configuring allowed local computer administrators

—lojx
Lansweeper

35032 network” inventory

[ Computers | Reparts | E] Licenses Configuration ¥ Sean options E-tj Database scripts A Premium wersion
Parameters | a Custom actions | Scanned files !ﬁ Scanned registry keys |9& Allowed adrnsi:raturs| ‘__]I Allowed software ﬁ All EIE

EDnmain /| Administrator account
x Click here to add a new row
P|LANSWEEPER  |geertm '
_ |LANSWEEPER Administrator

|LAMSWWEEPER. Domain Admins

[HH T+ =T

Add all users that are allowed to be local administrator on their computer to this list.
This will help you with the report : “"Not allowed local administrators”
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Configuring allowed (safe) software

~lox
Lansweeper

35032 network” inventory

[ Computers | i Reports ! Licenses Configuration 3 Scan options | E:‘;j Database scripts | A% Premium version
Parameters |° Custom actions | Scanned files | ﬁ Scanned registry keys |% Allowed administrators \ﬁl Allowed software ﬁ Allowed GUIDS | % Vendar suppart

Software found in your network: Approved software:
| Software !Tnial - ! Software

¥ ilrfanview {remove only) 35 L!Adobe Acrobat 5.0
| |CutePDF Writer 2.7 30 ___iAdobe Download Manager 2.0 (Remove Only)

_|High Definition Audio Driver Package - KB335221 83 __|.B.dobe Flash Player 9 ActiveX
| |CA eTrust Antivirus 79 __|Adobe Reader 7.0.5

__|Adobe Reader 3 79 _|A'I'I Display Driver

_|Adobe Reader 7.0 - Nederlands 7a _|Eroadmn1 Gigabit Integrated Controller
| |Conexant D480 MDC V.9x Modem 72 _|Ccleaner {remove only)
| _|LiveReg (Symantec Corporation) it} __|CutePDF Writer 2.2
| |Secure Application Manager 63 _|DE|| OpenManage Client Instrumentation
| |Total Commander (Remove or Repair) 63 ___iDeII ResourceCD

_|Conexant D110 MDC V. 9x Modem 54 __|F-5EL'L.IFE Anti-Virus Client Security - SMMP Support
| _|Adobe Reader 8 - Deutsch 53 __|F-5ECL.|re Anti-Virus for Workstations - Virus & Spy Protection
| QuickTime 60 _|F-5EEL.IFE Management Agent

_|Reflection for UNIX and Digital 6.00 55 _|Grootwoorder1boek hedendaags Mederlands en groot synoniemen woordenboek
| |Volo View Express 53 _|Gront\-\'oordenboek Mederlands-Duits en Duits-Nederlands
| |Dell Resource CD 52 _JGronMonrdenboek Mederlands-Engels en Engels-Nederlands
|| Adobe Download Manager 2.0 (Supprimer uniquement) 50 _|Grontwonrdenboek Mederlands-Frans en Frans-Mederlands
_IC-Major Audio 50 LI ___iHighMAT Extension to Microsoft Windows XP CD Writing Wizard LI
EEEI - HE A P+ = 0

Add all approved and safe software to the list.

This will help you to find “illegal” software usage.
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Configuring Asset tag links

=T
Lansweeper

35032 network” inventory

[ Computers EF | Reports Licenses Configuration & Scan options |§]_~j Database scripts | /Ly Premium version
Parameters a Custom actions Scanned files @ Scanned registry keys 3!, Allowed administrators L_l[ Allowed software ﬁ Allowed GUIDS F Elﬂ

Vendar Aszetlink

" Click here to add a new row

b Compag :[fsearch.hp.com/query. html?cc=us&lang=en&gt={model}
Dell Computer Corporation http: ffsuppaort. dell.com/supportftopics fglobal . aspx /support/my_systems_info/details?ServiceTag=1{assettag}
Dell Inc. http: ffsuppaort. dell.com/supportftopics fglobal aspx fsupport/my_systems_info/details?ServiceTag={assettag}
Gateway http: ffsuppart. mpccorp. com/apps/complist, asp?SerialMo=GTW {assettag}
Hewlett-Packard http: ffzearch.hp.com/gquery.html?cc=us&lang =en&gt={model}
HP http: ffzearch.hp.com/guery.html?cc=us&lang =en&gt={model}
IEM http: /v -307.ibm. com,pc/support/site. wes fquickPath. do?sitestyle =lenovo &quickPathEntry ={model}

EEEIR R

You can use the {assettag} and {model} parameter to link to computer vendors support pages.
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Configuring scanning options

‘® LanSweeper Console

Lansweeper

35033 network

inventory

=10l x|

Ja Item wait ime | [® Dg MOT scan these computers | % Scheduled scanning

Scanned item

F ALTORLIM
BASEEOARD
BATTERY
BIOS
BOOTCONFIG
BUS
CDROM
CODEC
COMAPPLICATIOM
COMPOMEMTCAT
COMPSYSPR.OD
COMPSYSTEM
DCOMAPP
DESKTOP
DESKTOPMOM

MAA W+ =

Scan every X days

32
27

29

a0

o R ER

23

22

This table defines when each item is scanned.

0 = always
X = every x days.

For example:
Cdrom = 60

Information about cdroms is only scanned every 60 days.
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Configuring scheduled scanning

—loix
Lansweeper

3.5.033 network” inventory

3 Ttem wait time | [ Do NOT scan these computers | #1 scheduled scanning |

|Cumputername |Dumain |Smn every X days |

Click here to add a new raw
| b |myserver LAMSWEEFPER. 7
| |serverl LANSWEEPER 7
| |test3 LAMNSWEEPER. 7
testserver LANSWEEPER 7

EEEI e

If you want to use scheduled scanning (optional) you can add the computers + domains to this list.

31/48



Lansweeper

network imsentory

www.lansweeper.com

Configuring scanning exclusion

‘® LanSweeper Console ;lglﬂ

Lansweeper

3.5.033 network” inventory

IC] Cumputers| {3 Reports | = Licenses | ] Configuration | % Scan options | =) Database scripts | /4, Premi 4]

8 Ttem wait time ||]§| Do MNOT scan these computers | %1 scheduled scanning

Computers incuded in this list will never be scanned.
You do not need to restart your service, changes will take up to 15 minutes to be active,

|Cnmputer name (nethios name) |

% Click here to add a new row
b iserver00s :

MA AW+ =

If you wish to exclude some computers from scanning you can add them to this list.
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Running predefined database scripts

—loix
Lansweeper

3.5.033 network” inventory
[® Computers | 8l Reports Licenses Configuration | ©2 Scan options ||§:j Database scripts | /L Premi 4]

[ Load sql script ] [ Execute sgl script ]

[Enabled] [bit] MOT MULL COMSTRAIMT [DF_TsysSerials_Enabled] DEFALULT (1), ﬂ
COMSTRAINT [PE_tsysSerials] PRIMARY KEY CLUSTERED

(

[Product] ASC
) ON [PRIMARY]
} OM [PRIMARY]

GO

| -

[~

On the lansweeper forum you will be able to download new reports, action scripts, ... created by other users.

You can install them using this interface.
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—loix
Lansweeper

3.5.033 network lnvantory

| Reparts Licenses Configuration 2 Sean options I:{j Database scripts | ;1. Premium version |i||L|
J % Registration code | E Active scanning @ Domain credentials :17'5 Product keys

Enter your registration code:

fx TUVRPZWrg 5 1KFO 2BonkUuaFUywcBrRS 7psVyvwt4CLau0D e 3gl tg4400huILnalunf
v t4CLDEMOODHWAPwWMy 1B 22BPZEkzIkHbhy sE7n Je 58 JiDa, UuZidiQoW +g 5qHktfam
|s803 +wVEjZkfmy ImhUNmR +bLWaFRI 2ZH 5stZ oVEj Zkfmy 1mjDM IZMdyww X GOt 4msaDd

+wilkKFvoOaul 9L 2FnpDgOER +hUrlbrUsFPs0 lsbpik 2kkcpSdrs JChbaDmrigyy tpCnk e
ai5ihAfVE S 75 JChbEDmriVEiZkfmy 1mgs /UKSZsFICiGFZauiy

g License validated

l Validate license code ]

l Buy online ]

After purchase you will receive a license key which you can copy/paste into this screen

If you can’t find your license key, please contact us at lansweeper@hemoco.com and provide your orderID.
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How to install the premium and other custom tools

All the premium tools are standalone executable and don’t require any special installation, you can place them

wherever you like.

In this example we are going to place them on a shared folder so all administrators can use them from the action

screen.

1. Create a new share on the server, (LSTools in this example)
2. Set up security on the share
3. Unzip the tools to this share

Open management console and go to the custom actions.

Lan

35.0.33 network " inventory

[ Computers | Reports Licenses m Configuration | ©%' Scan options |_='i| Database scripts | /1 Premium version
] Parameters f,; Custom actions | D Scanned files ﬁ Scanned registry keys 5‘!, Allowed administrators \__l[ Allowed software | d IE"E

Description Action Tcon Saort... Enabled | Confin

¥ Click here to add a new row

\Viservernamel|stoolsstrigger.exe myserver {computer} {domain} trigger.gif
lsremote {computer}

wncviewer,exe {computer}

Femote contral
YMC

Now change the Trigger scan action to point to the share we just created:
\\servername\LStools\Istrigger.exe myserver {computer} {domain}

Change myserver to the server where your lansweeper service is running.
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Premium only: Active scanning

Active scanning allows you to scan multiple domain and selected OU’s without the need to use

Isclient.exe in a login script.

W LanSweeper configuration utility | 10| x|
Lansweeper
35112 network” inventory

[l Computers | & Reports Licenses Configuration | ' Scan options | Iém_"] Database scripts | /4, Premium version

— £ | 2
% Registration code | £ Active scanning @ Domain credentials | 7% Product keys

Enable active scanning: ¥
‘You do not need to restart your service, changes will take up to 15 minutes to be active.

%% bomain scanning | (& 0OU fitering

Active Scanning scans ALL computers found in the domains you specify.
If you want to limit this to certains OU's, please see the "0OU filtering” tab.

Domain DMNS name Domain MethiosMName
*®
lansweeper local Lanswesper
london.lansweeper.local london
| mydamain. local mydomain

[HAAr P+ — 5%

—lojx
Lansweeper

35033 network” inventory
| Reparts Licenses Configuration 4 Scan options |§1:] Database scripts | L, Premium version |i||L|

% Registration code Z Active scanning @ Domain credentials :17'& Product keys

Enable active scanning: [
You do not need to restart your service, changes wil take up to 15 minutes to be active.

@ Domain scanning OU filtering

By default Active Scanning scans ALL computers in all domains defined in Domain Scanning.

If you want to limit this to certains OU's, please fill in the approriate active directory paths. {only computers in these paths will be ¢
Examples:

dc=COMPANY ,dc=COM

QU=my computers,dc=COMPANY ,dc=COM

Only scan these Active Directory paths
% Click here to add a new row

b i0U=testcomputers, dc=lansweeper, dc=local i

AL W+ = a5
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RI=(E
35032 network avantoru
| Reports Licenses Configuration £ Sean options |§1:| Database scripts | ;1. Premium version |i||L|

% Registration code 4'] Active scanning |l§j Diamain credenﬁals| ?1"5 Product keys

Alternate domain credentials:

By default lansweeper uses the credentials of the service account, if you want to scan domains with different credentials please fi
Mote that your password will be stored using reversible encryption.

Domain (nethiosname) Username {domainusername) Password
N “

<Mo data to display =

MA A W+ =

On this page you can specify alternate credentials to scan other domains and forests.

Enter password x|

Domain for which you want to use alternate credentials
Domain: Ilansweeper

User to scan the domain (domainusername)
User: Ilansweeper \administrator

Password: I==========

[T Don't ry to authenticate username\password

[ oK ] [ Cancel

If you want to use credentials from a computer that can not be verified (example: a dmz standalone computer)
you can check the box “"Don’t try to authenticate username\password”
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Premium only: Recover Microsoft product keys

1ol
Lansweeper

3.5.0.33 network” inventory

IC] Computers | Reports Licenses Configuration £ Sean options |§1:| Database scripts | 1, Premium version

% Reqistration code 4'] Active scanning @ Domain credentials ?1"'5 Product keys

Product Regkey Enabled
% Click here to add a new row

4]

FInternet Explorer SOFTWAREWMicrosoft\Internet Explorer\Registration

Microsoft Exchange SOFTWARE\Microsoft\Exchange\setup
Microsoft Expression Web 2 SOFTWARE WMicrosoft\Officel 12, 0'\Registration\,{90120000. ..
Microsoft Office Professional Edition 2003 SOFTWARE WMicrosoft\Office11.0\Registration\{901 10409, ..
Microsoft Office Visio Standard 2003 SOFTWARE \Microsoft\Office!11. 0'\Registration\{30530409. ..
Microsoft Visual Studio Web Authoring Component  [SOFTWARE \WMicrosoft\Office\12. 0\Reagistration\{20120000...
Office XP SOFTWAREWMicrosoft\Office! 10, 0'\Registration {901 10409, ..
SQL Server 8.0 SOFTWAREWMicrosoft\Microsoft SQL Server\30\Registration
Windows Update Services SOFTWARE\Microsoft\Update Services'\Reagistration
Windows XP Vista 2000 SOFTWARE\Microsoft\Windows MT\CurrentVersion

HA T r M+ -5

You can enable/disable Microsoft product keys you want scanned.
This list is extendable to add future product keys.
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Premium only: Lstrigger - triggered scanning of computers.

WINDOWS' system32',crnd.exe - Istrigger myserver lanswe

Cowrlstrigger

Lanzweeper trigger client — http: 7vuww.Lansweeper.com

lztrigger 'servernane computer" "domain'

Default port = 7524

lztrigger "servername computer' "“domain port"

C:wrlstrigger myuserver lansweeper—HA@1 lansweeper
Lanzweeper trigger client

Connecting...

Use this tool to force/trigger remote scanning of a workstation from the command line.
Example:

Istrigger "servername" "computer" "domain"
Default port = 9524

Istrigger "servername" "computer" "domain" "port"
C:\>Istrigger myserver lansweeper-001 lansweeper
Change “servername” to the name of the server running your lansweeper service.

When you trigger a scan all information for this computer is rescanned regardless of the waittime set.

Lstrigger only works on computers that are already in the database.
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Premium only: Using the report builder.

In this example we will create a sample report.

We want to display all software found in our network from the publisher “Apple Inc.”
To create a new report right click on the report list and click *“New Report”

% Lansweeper Report Builder

J 49 Al available reports| J ;_."_ Repart Builder |_
|Report I = | 3
i3 Active directory: Computer has no co...

View name: |gutor

- I Active direqg
i 5 Active direc ;&, Show report output

{8 Active direc EE Mew Report J ;;— Buider | 1= Res
i3 Active direc ;_:‘ Edit Report Main |

i3 Active direc ; I
{3 Active direg o Delete Report pmpute

5 Active directory: User has no telepho... ||:| =

Report name; |Autor

Drag the 2 needed table “tblcomputer” and “tblsoftware” to the query builder and select the needed fields.

Let’s filter out software only from “Apple Inc.”

1© Report Builder

ENEN R

View name:  |Applesoftware

Report name: |Software: Apple software

1= Buider | 1= Resuit

Main |
ompute ] thisoftware ] lal
O - ) O -
~ Computername \arch: [ SoftwarelD | Jumen 10
(=)
[ Domain varcha _\\\‘— O ar
O i 3 Y
[0 Username Varchar(300) [0 softwareVersion Varchar|
[ Lastseen Datetime SoftwarePublisher Varchz
[0 Firstseen Datetime Lastchanged Datetime
[0 Lasttriggered Datetime O installdate varchar(s0)
[0 Lastscheduled Datetime
[ LastScheduledaD Eit
[0 LastActiveScan Datetime
[0 FQDN Yarchar(1024)
[0 LastknownIP Varchar(20)
[ DonotRemove it
¥ |Output |Expression Alias Sort Type |Sort Order |Group By |Criteria IOr... C
E dbo, thiComputers. Computername Ascending |1 Where
dbo. thlSoftware, SoftwarePublisher Where ="fpple Inc.'
dbo. thiSaftware. softwareMame Where
dbo. thiSoftware. Lastchanged Where
K1 i

40/48



Lansweeper

metwork inventory www.lansweeper.com

If you want to sort your report you will need to add the “TOP 100 percent” clause.

F|Output |Expression I.ﬁ.]ias ISurtTE ISurt Drderll
: dbo. thiComputers. Computername Ascending !
dbo. thlSoftware, SoftwarePublisher !
dbo. thlSoftware. softwareMame !
dbo. thiSoftware,Lastchanged !

KX

Selectf Top 100 Percent )Jdbo.tblComputers.Computernam
dbo.thl5eE e sofEeTarelame, dbo.tblSoftware.Lastc

dbo.tbhlComputers.Computername = dbo.tbl3oftware.Com
Inc.' Order By dbo.tblComputers.Computernamne

You can do this by right clicking en selecting “Properties”

x|
—SELECT
* Default

™ DISTIMCT
oAalL

[w FERCEMT [T WITH TIES

—GROUP BY*
[ ALL I[nu:une] j

(] Cancel

Let’s save our report and give it a name:

View name:  |Applesoftware

Report name: |All software from Apple
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Our report is now available and can be exported to excel, XML, ...

J 8 Al available reports J |~ Report uu11:ut|
|Repart Iﬂ Software: Apple software

i3 Active directory: User has no office file... [ Expaort to Excel ] [ Expaort to html ] [ Export to XML ] [ Export to text

i@ Active directory: User has no telephon... J Computername SoftwarePublisher softwareMame

i3 Active directory: User has no title filled in Indy074 Apple Tnc. Safari

i3 All backup domain controllers Lsweeper020 Apie T T

&8l All member servers Leweeper020 Apple Inc. Apple Mobile Device Support

i@ All primary domain controllers Lsweeperl7a Apple Inc, Apple Software Update

i3 All servers Leweeperl7a Apple Inc, QuickTime
I i3 All workstations Lsweeperl7a Apple Inc, Apple Mabile Device Suppart
[ Software: Apple software Leweeperl 76 Apple Inc, iTunes

i@ TPAutoconfiguration enabled (Clients) Marketing-199 Apple Inc, Apple Software Update

3 Services: Automatic update service not... Marketing-199 Apple Tnc. CuiickTime

i@ Autorun: Acrobat reader Sweeper-141 Apple Inc, iTunes

i3 Autorun: Bluetooth software

i3 Autorun: Ctfmon,exe

i3 Autorun: Google Desktop

i3 Autorun: Ttunes |

You can also add the report to the web interface.
You need the management console to configure this.

88 Al available reports | 88 Digital dashboard | 8l Software | 88 Hardware | 8 Server | 3 General

Repaort Sort order Priarity Color Show %%
" 1000 ] :
o Fom Aaple = ; -
IPAutoconfiguration enabled (Clients) 0 1 0
AVG antivirus installed 35 1 O
Computer description empty 35 i O
Blank administrator password 37 1 O
Color Depth < 18hits 38 (| O
Computer model by vendor 2 1
Mon-default topfip databasepath 47 1 O
Mt [atect Servire Park ¥P 4z 1 [l M
ﬁ“l Informational
=
All installed software i =204
AWG antivirus installed i 1| 0,10%
Symantec Antivirus installed i 1| 0,10%
All Microsoft software i a4z
All software from Apple i 10
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Premium only: Remote screenshot - see what’s on a remote computer screen.

¥ Lansweeper Remote screenshot =10 x|
Register Help

Computer to connect to:
Iremu:uteu:u:umputer j E]

2.1.0.8

License valid till 5/09 /2009 Take Screenshot

Client requirements : Windows 2000 or higher

No need to install software on the client.

Both machines should be in trusted domains.

The user should have administrative privileges on the client.

TCP ports 139, 445 should be open on the server from the client.

The “Server” service should be running on the target machine.

The “"Remote registry” service should be running on the target machine.
The Default shares should be available on the client (C$, admin$)

You can also use this program from the command line or from the action screen.

Usage:
screengrab.exe {computer}
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Premium only: Remote control - Take remote control of your workstations by pushing VNC.

™ Lansweeper - Remote Control 10| =]

Register  Help

Computer to connect to:
Iremu:uteu:u:umputer j E]

2.0.0,205 Bets
Powered by uWNC

Main Remote Server |

— Keyboard&Mouse — Misc,
[~ Disable Viewers Input [¥ Remove Aero (Vista)
[T Disable Local Input v Remove Wallpaper for Viewers
—Connection ——————— ¥ Enable Blank Monitor on Viewer Request
Port: IEEIIIIIII [¥ Enable Alpha-Blending Monitor Blanking
[¥ Capture Alpha-Blending
s
ogging————— :
v Disable Tray Icon
[~ Log Debug Info M .
Reset ko Defalt I [+ Forbid the user to dose down WinWMNC

Remote control the screen of your workstations to give them remote support.
The free VNC service is automatically pushed to the client on first use.

Client requirements : Windows 2000 or higher

No need to install software on the client.

Both machines should be in trusted domains.

The VNC service is pushed to the client and removed after the remote control session.
The user should have administrative privileges on the client.

TCP ports 139, 445 and 5900 should be open on the server from the client.

The “Server” service should be running on the target machine.

The “"Remote registry” service should be running on the target machine.

The default administrative shares should be available on the client (C$, admin$)

You can also use this program from the command line or from the action screen.

Usage:
Isremote.exe {computer}
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Premium only: Remote software uninstall - list and uninstall software on remote computers.

Fi Lansweeper - Remote uninstall software 100010 beta § ..J.I;'Jﬁl
Begster  Help

Computer to connect tos [ocahost [!bl:lismm:tl[ 15/ Uninstall selected J

Microsoft Windows XP Professional [5. 1. 2600] Multiprocessor Free

Drag a column header here ta group by that column =

Product Version Vendor Desaription Instal Date

[l | CodeGear Deiphi and C-+-+Bulder 2009 Helb ... CodeGear |l rights reserved CodeGear [

8 |CodeGear RAD Stude 2009 CodeGaar [ Fights reserved Codecear [ _I
=) 4§ |Competiity Pack for the 7007 Offce system | 12.0.6425. 1000 |Microsaft Corparation | |20030815

Product Version Instailate Desaiption

Qisamm- Update for 2007 Microsaft Office System (EOE9618) 20080520 |

150 [security Update for 2007 Microsoft Office System (KB369675) ] 20090615

157 [ Security Update for Microsoft Office system 2007 (XES69613) 20050615

1) |acrosoft Office Compatbibty Padk Service Pack 2 (592) 20050520

B | Component Set For Windows 2000 (NT) | |
45 |Crystal Reports Basic for Visual Studio 2008 |10.5.0.0 Business Chiects 20080413 |

il |CutePDF Writer 2.7 |

il |Defraggler (remave ariy) Priform |
" B | Developer Express VL Products Developer Express Inc |

B | EM5 Advanced Quary Bulder Companent Sute |3.5.0, 1 EMS 0z/10/20 |

i |Fiezis Chent 3.2.4.1 32.4.1 |

[ Foxit Reader |

[ |GExperts for RAD Studio 2009 133 GExperts Development Team |20050605 |

5 | GoverlAN 5.5
Product: Google Apps Sync(TM) for Mirosaft Outloak 1.0,44, 1724
Version: 1.0.44.1724

Googhe, Inc.

Install Date: 20090708

Package Cache: C:WINDOWS \Instaler 31543, mai

Unlnstall Command: MsExec.sxe (T{45686827-333F -45AF-9155-FACY PESEC0C3E)
Tdentifying Number: 72BSB509 333FAS41995AFOCETEECCE3

You can also use this program from the command line or from the action screen.

Usage:
remoteuninst.exe {computer}

The only requirement is WMI and administrative rights on the remote computer.
There are 3 types of software:

MSI packages:
These are uninstalled by the MSIexec command.
Adding the /QN /NORESTART parameters makes the uninstall invisible to the remote users.

Other installers:
They might have optional parameters to run the uninstall hidden but this depends on the software and is not

always available.

Not allowed to remove:
Some software is not allowed to be removed by the software vendor because it will most likely break windows
functionality.
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Premium only: Lsrunase : encrypted runas tool.

F: LStunasE password encrypter 2.0 =10l =]

E‘? LSrunase 2.0
af.] Lansweeper Pro

dkckkkk kb ok sk ks k ke sk ko sk sk sk sk sk sk ok
Passwaord: | | Encrypt

|******************************

Encrypted: |spYA+HLII|:|'-.-'EE~|.|EP.?I'-.-'IWUDBDBUHERENSn?gECc?u |

Lansweener premiun User nack

LSrunase 2.0 can be used to run a command using another user account and passing the password as a
parameter.

Parameters:

le parameter: specifies the username

2e parameter: specifies the domain

3e parameter: specifies the encrypted password
4e parameter: specifies the command

5e parameter: specifies the optional parameters

Examples:
Isrunase administrator Mydomain vA0j26NYqgfc= notepad.exe

Isrunase administrator Mydomain vA0j26NYqgfc= "C:\Program Files\Internet Explorer\iexplore.exe"

Isrunase administrator Mydomain vA0j26NYqfc= "C:\Program Files\Internet Explorer\iexplore.exe"
"http://www.google.be"
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Premium only: Supercrypt : enhanced encrypted runas tool.

’i Supercrypt password encrypter 2.0 _ = |EI|5|

18 t2.0
) i

Username: |adm|n|stratu:ur | T |

Cramain: |Lansweeper |
dkkkkckkk sk kk ks sk ks k sk ko

FPassword; | |

|*************************

Cormmand: ||'I'I'tEF'~3E|-E><E |

Executable: |¥=systemrooti/notepad.exe |

FParameters: |'3:\|:"2"3't-il'li| |

Lansweeper premium user pack

Supercrypter 2.0 makes encrypted .Isc files based on your input

In this example we make the notepad.lsc file to start notepad with administrator privileges.
You can then use these encrypted .lIsc files with Supercrypt to run the chosen program using the chosen account.

The executable variable makes sure that only the intended program can be run as administrator.
The technique for doing this is calculating the MD5 hash value of the executable (in this case notepad.exe).

Supercrypt makes sure that the user can only run the program it was intended to run!

Supercrypt has the following parameter:
le parameter : specifies the .Isc file (create the file with SupercryptER)

Example:
supercrypt "c:\notepad.lsc"
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(optional) Changing the service account

Open the services MMC and go to Lansweeper Server service
=10l x|
g Fle Action Wiew Window Help |;|E|Z|
|c= > | EEEFRR 2E> = 0w

E Computer Management (Local) Marme  # | Drescription | Status | Startup Type | Log On As | ;I

E‘ m System Tools 115 Admin Service Enables thi... Started Automatic Local System
- E{g] Evert Viewsr S IMAPT CD-Burming ... Manages C... Disabled Local System
[]"'g Shared Folders %Indexing Service Indexes ca... Disabled Local Syskem
B4 Petformance Logs and Alert: %Intersite Messaging  Enables me... Started Autornatic Lacal System

=, Device Manager B IPSEC Servi Provid Started  Automati Local Syst
& Starage % Ervices rovides e, artes utomatic ocal System
Kerberos Key Distr On domain ... Started Atomatic Local Syskem

23 Removable Storage : i A
y Disk Defragmenter
H Disk Mana;emant %Llcense Lagging Manitars a... Disabled Network.5...
E& rvices and Applications %Logical Disk Manager  Detects an...  Started Aukomatic Local System
[]___8 Telephony %Lngical Disk Manag... Configures... Manual Local System
Sepvices %Messenger Transmits ... Disabled Lacal System
w8t WHMI Control %Microsoft Software ... Manages s.. TManual Local System
[]...@ SOL Server Configuration M. %Net Lagon Maintains a...  Started Automatic Local System
-5 Indexing Service %NetMeet\ng Remot... Enables an... Disabled Local System
[ 2 DNS %Network Connections  Manages o...  Started Manual Lacal System
%79 Internet Information Service %Network CDE Provides n... Disabled Local System
%Network DDE DSDM Manages D... Disabled Local System
%Network Location A... Collecks an...  Starked Manual Local System LI
bl P dienie Moo u PR} =
‘I ﬂ Extended }\ Standard

LansweeperPRO Properties ﬂil

General LogOn |F|ecc-very Dependenciesl

Log oh as:

€ Local System account

[ Allow service bo interact with deskiop

¢ This account; ||anSWEBDBf"~|SSCEInﬂBI Browse... |

EaS:S;WD[d: I...............

Eonﬁ[m passwo[d: I...............

You can enable or disable thiz ervice for the hardware profiles listed belaw:

Hardware Prafile | Service |
Profile 1 Enabled

Encble | Diable |

QK I Cancel | Apply |

Retype the password 2 times and click “"Apply”

Services
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